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Agenda

-

o Information Security Maturity Model

o Maturity Model for CEASARS framework

o Risk Manager
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Rapid Maturation of Information Security

Risk Scoring
. &
Continuous Management
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Monitoring

Continuous Assessment

Risk & Compliance

Continuous Assessment Reporting

Standardized Reporting

One time Assessment Revised Prioritization

Risk based Prioritization

One time Report

Static Prioritization
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CAESARS FRAMEWORK

8 oA a

Consumers Security / Audit IT / Operations Management.
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DATABASE / REPOSITORY SUBSYSTEM
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Rapid Maturation of Information Security

Periodic
Monitoring

One time Assessment
One time Report
Static Prioritization
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Periodic Monitoring

Capabilities
e Sensors e Auditor e Audit Report
e Tech e Content to e Prioritize
e Procedural key standards tasks to
e Target remediate
Identification
g J g J g J
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Periodic Monitoring— CAESARS

& A
Security / Audit IT / Operations

Consumers
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Rapid Maturation of Information Security

Continuous
Monitoring

Periodic
Monitoring

e Continuous
Assessment

Trending
e Collection of Data

Reporting to higher
e Vulnerability

Peer Comparison

* Configuration
* Procedural
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Continuous Monitoring— CAESARS

Consumers g a &
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Continuous Monitoring

* In House
Sensors

e Assets
e Reporting

\_
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Capabilities

e SCAP
e Content
e Interoperability
e Metrics

\_

e Cyberscope
e Trend Lines

e Peer
Comparison

v Symantec.



Rapid Maturation of Information Security

Risk Scoring
. &
Continuous Management
Monitoring

Periodic
Monitoring

* Focus on top

Continuous oriorities
Assessment ) .
_ * Drive action to
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 Collection of Data educe ris

Reporting to higher

e Vulnerability
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Risk Management

e Sensor
e Asset

* Risk &
Analytics

® Presentation &
Reporting
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Capabilities

e SCAP
e OVAL
* OCIL

e CVSS, CVE,
CCSS, CPE

e Content

e Metrics Library
e Scoring
e Modeling

\_

e Interoperability

e Risk Metrics

e Risk by
business
relevant
groupings

e Action Plans

e Data driven
Reports
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Risk Management— CAESARS

Consumers E a &

Security / Audit IT / Operations Mgmt.
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Risk Manager Requirements

Risk & Compliance Sales Specialist Training - CCS Risk Manager
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Symantec Control Compliance Suite — CAESARS

Consumers g a &

Security / Audit IT / Operations Mgmt.

ANALYSIS/RISK SCORING SUBSYSTEM PRESENTATION & REPORTING SUBSYSTEM

CCS Reporting & CCS Dynamic

CCS Risk Manager Analytics Dashboards
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CCS Connectors Roadmap

ber December

Hytrust Catbird Networks
IBM - BigFix FireMon

Onapsis NIKSUN

Red Seal Networks  Ping Identity
Tripwire

Veracode
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Risk Management Requirements

1)
2)
3)
4)
5)
6)
7)
3)
9)
10)
1)

Vulnerability Management
Patch Management

Event Management
Incident Management
Malware Detection

Assct Management
Configuration Management
Network Management
License Management
Information Management
Software Assurance

Figure 1. Continuous Monitoring Data Domains
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Risk Management Requirements

e Extensible Configuration Checklist Description Format (XCCDF)
e Open Vulnerability and Assessment Language (OVAL)

e Open Checklist Interactive Language (OCIL)

e Common Vulnerabilities and Exposures (CVE)

e Common Configuration Enumeration (CCE)

e Common Vulnerability Scoring System (CVSS)

e Common Configuration Scoring System (CCSS)

e Common Platform Enumeration (CPE)
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Risk Manager Approach

Risk & Compliance Sales Specialist Training - CCS Risk Manager
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Symantec Approach to IT Risk Management

How do ITrisks How do you convey How do you
affect your IT risks to your drive measurable
mission? peers? risk reduction?

CCS RISK MANAGER

TRANSLATE INFLUENCE
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Introducing CCS Risk Manager

CCS RISK MANAGER

TRANSLATE INFLUENCE ACT

» Define virtual » Convey IT risk in » Prioritize based on

business assets business terms business impact

» Connect related » Customized views » Align Security and
IT assets for greater impact IT Operations

» Create business » Justify new security ~ » Track risk reduction
view of IT risk investments over time
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Current View of IT Risk — Technology Centric
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Translating IT Risk

Transaction
Processing
System




Translating IT Risk
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Using Risk to Drive Accountability and Action

Transaction

\\‘”'//

Processing E
System

Plan Current Projected Target
Name Risk Objective Status Score Score Date Owner
Plan B Secure Configuration Submitted 3.65 2.75 3/15/12 Bob
PlanC  Patch Level Standard Submitted 4.22 1.81 4/11/12 Joe
Plan A  Info Sec Standard Completed 2.23 2.23 1/10/12 Joe
PlanD Protect Web Servers Submitted 3.51 2.10 2/28/12 Dave
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CCS Risk Manager Highlights

Define a business asset you want to manage

Visualize and understand IT risk for this business asset

Prioritize remediation based on IT risk, not technical severity

Monitor risk reduction over time

Risk Management in 2020 - From Continuous Monitoring to the Next Generation of Risk Scoring JSymantec_ B



Visualize and Understand IT Risk
Enterprise Wide View of Business Risk

@ Symantec
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Visualize and Understand IT Risk
Balanced View of Business and Operational Metrics

Symantec

Control Com

DLRET AR
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Prioritize Remediation Based on Risk
Risk Modeling

@ Symantec EI E '
Gontrol Compliance SUte . pasinearis, Questomnsices., Foliry,

Risk Modeling  Remediation Plans

',-f"

Ty

—_—

Risk Managemen: |

Analyze Risk

Protact Intemet Banking Web Servers

Risk Objective Details B

Risk Objective : Protect Internet Banking Web Servers

Owner : CCSAPPS\Jeff

Drag a column header here to group by that eolumn

Action Asset Name 7
@ None CCSAPPS\SCAP-XP5P2
# None CCSAPPS\WZKBENT-IEM
@ None CCSAPPS\SCAP-XPSP2

APPS\W2KBENT-IEM

Remediate
PSALABS-205-170

Current Risk Score: 3.64

Risk =7

Critical Vulnerabilities Assessment

Critical Vulnerabilities Assessment

Secure System Configuration - Access Control
Secure System Configuration - Access Control
Secure System Configuration - Access Control
Secure System Configuration - Corfiguration M
Secure System Configuration - Corfiguration M
Secure System Configuration - Corfiguration M

Current Risk Scoi Projected Risk Score = Category 7 Asset Type W
36 3.8 Security and Risk Asse Windows Machine
6.1 6.1 Security and Risk Asse Windows Machine
25 2.5 Configuration Managen Windows Machine
25 2.5 Configuration Managen Windows Machine
403 1] Configuration Managen Windows Machine
1A 3 Configuration Managen Windows Machine
441 i} Configuration Managen Windows Machine
2.81 2.81 Configuration Managen Windows Machine

Projected Risk Score:

Asset Path < Hist

Asset System'\People’s
Asset System'\People’s
Asset System'\People’s
Asset System'\People’s
Asset System'J}YZ Bar
Azset System'\People’s
Azset System'\People’s
Asset System'J}YZ Bar

36668666 3

1of 1

Create Plan | | Cancel |
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Prioritize Remediation Based on Risk
Remediation Plan by Risk Objective

Create Plan

Protect Internet Banking Web Servers

Plan Name:* Internet Banking Web Servers - Action 2 | Risk Objective: Protect Internet Banking Web Servers

Type Remediation Plan Description H

Asset Group: M/A
Description:

Initiated By: CCSAPPS\Jeff
Assigned To: [1eff Rohan | Current Risk Score: 3.64
Complete By: 30-11-2011 - Projected Residual Risk Score: 2751
Fix the configuration settings
Recommended Action:
Risks for Remediation | Risks for Acceptance
1of1
Current . . Include Ri
Control Statement v Asset 7 Risk v Assigned To Recommended Action Steps v
Secure System Configuration - Access Control CCSAPPS\LABS-209-170 4.03 Jeff Rohan Change Access rights &
Secure System Configuration - Configuration Management CCSAPPS\W2KBENT-1BM 4.41 Jeff Rohan change configurations settings &
| r

Review & finalize

Submit Via: Email

] [Gove] [

remediation plan

Select
Symantec Workflow
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®

Monitor Risk Reduction Over Time
Manage Remediation Plans

Rizk Modeling

Symantec
Control Compliance Suite
S T T =TI

il

Remediation Plans

{3 Remediation Plan saved and Email notification sent successfully.

Remediation Plans

Drag & column header hers to group by that column

Track risk reduction for
remediation plans

Risk Management in 2020 - From Continuous Monitoring to the Next Generation of Risk Scoring

Action | Plan Name & Risk Objective ¥ 77 Status 'g::;"‘ Risk gﬂ";i::“*d i e g ?:5:';"&'1
I |kt Bl Wik Sexvers - Actici 2 | Eroteict bkt Barscini Web Severs | Submitted 165 2.75 30112011 | Jeff Rohan |
@ Imtemet Banking Web Servers Remediation Plan | Protect Intemet Banking Web Servers Submitted 3.65 1.81 3004202 Jeff Rohan
807 remediation target | Overall Risk Assessmert | Completsd 257 153 30112011 | Jeff Rohan
@] Secure Configurations Plan ' Overall Risk Asssssmert | Submitted 257 223 30112011 | Jeff Rohan
. Remediate Mobile Device Corfigurations .Ovemll Risk Assessment . Completed 257 210 . 3011201 . Steve Marcus
. Mabile Devices Foc Plan .Cunforrnance to the Information securty standards . Completed 251 202 06-11-2011 .-_lef'f Rohan
E@ . Secure Corfigurations Plan 1 .Cnrrforrnan:e to the Information securty standards . Submitted 2.51 225 30-11-2011 .-_lef'f Rohan
@ .Pu:cepted Risks Plan .Currﬂ::rrnan:e to the Information securty standards . Submitted 2:51 221 05-12-2011 .Jeﬁ Rohan
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Effective Risk Management

| Data Driven View of Risk )
‘ 1 ) * Cross-reference multiple data points for a true view of risk
= » Combine 3™ party data for ‘composite’ risk score
K * Easily digest and distill data from thousands of devices
J
. h
| Ability to Show Business Value
) * Map IT assets to business assets
= * Present relevant information to business peers
K * Flexible reporting — avoid costly re-mapping efforts
J
b
| Move Beyond Risk Assessment to Risk Monitoring & Management
> * Track objectives and monitor risk over time
-/ * Develop action plans to manage entire remediation process
k * Demonstrate risk reduction over time ;
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Presentation / Analysis / Risk

Reporting Scoring

Subsystem Subsystem Targets
= 1333 Il S S8
Ad-hoc Risk Analysis

Capability Engine

National
Vulnerability
Database (NVD)

Figure 3. Contextual Description of the CAESARS System
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Continuous Monitoring System Instance Model

Situational Awareness Capability \

.
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~
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Figure 4. CAESARS Framework Extension Subsystems

\/Symantec“ B



Symantec Control Compliance Suite —

Consumers £ a &

Security / Audit IT / Operations Business / Mgmt.
CCS Policy CCS Risk ]
Manager Manager CCS Reporting CCS Dynamic
& Analytics Dashboards
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Symantec Control Compliance Suite — Interoperability

SCAP

SCAP 1.0 Windows fully supported in Standards Manager

Future: SCAP 1.2 CCS Supportin Q2 CY13
OCIL

OCIL for Assessment Manager will be supported in Q4 CY12.

CYBER SCOPE REPORTING

CCS Cyber scope Reporting Q4 CY12.

Risk Management in 2020 - From Continuous Monitoring to the Next Generation of Risk Scoring fSymantec__
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