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Incident Management Timeline  T1 T2 E T4

Many activities are happening concurrently in the D/A, US-CERT, and ISAC incident management operations as shown in this example cross-cutting spear phishing incident
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Normal ISAC Activity - ISAC members detect phishing compromise  Coordinate ISAC members’ response - Host conference call with members to follow up Identify/Report  Coordinate ISAC members’ response
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Acronyms: [ e H Respond
CIR — Cyber Indicators Repository

EWIN - Early Warning and Indicator Notice
SAR — Security Awareness Report

CIIN - Critical Infrastructure Information Notice
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A spear phishing event occurs US-CERT acknowledges the ISAC also identifies spear phishing  D/A investigates scope/impact. US-CERT releases EWIN to D/A updates block lists and D/A alerts users to watch for and US-CERT receives new indicators | US-CERT and D/A management ISAC reports new indicator to US-CERT releases SAR D/A implements SAR
in a D/A. The D/A SOC reports indicator. and reports to US-CERT. D/A US-CERT corroborates the alert GFIRST community. sensors. ISAC coordinates its report suspicious emails. ISAC  from GFIRST community, discovers] coordinate to prioritize resources US-CERT. D/A management and CIIN. recommendations. ISAC
an indicator to US-CERT. takes known affected users offline.  indicators, investigates scope members’ response. hosts conference call with its a serious targeted campaign, and | to respond to the serious targeted  prioritizes resources. coordinates with its members to
and timeline of the incident, and members to follow up on EWIN. escalates to internal management. | campaign. implement CIIN recommendations.

discovers other affected D/As.

CSIRT Coordination Model
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