
Applying process modeling to enable greater collaboration and information
exchange in distributed incident response 

CSIRT Coordination Model

The coordinate decision cycle employs collaborative activities to enable large-scale response
to multiple incidents affecting multiple organizations.

The identify and respond decision cycles are combined to become a complete defense decision
cycle, similar to the “Prepare/Identify/Contain/Eradicate/Recover/Follow-Up” incident response 

processes currently employed at many CSIRTs and other network defense organizations.

The respond decision cycle determines
effective actions to mitigate impact.

The identify decision cycle detects, analyzes
and categorizes cyber events.

Detect

Report

AnalyzeCoordinate

Coordinate
Drop/Discard

Report/Direct

Drop/Discard

Drop/Discard

Drop/Discard

Analyze

Determine
Confirm

Plan

{Action:EventData}

{Tool,Vulnerability:
Method}

{Result:Impact}
{Assessment}

Event
Detected?

Event
Detected?

Event
Detected?

Valid?

Actionable?

Sufficient?

Identify

Report

RespondMitigate

No

No

No
Yes

Yes

Yes

{Target:Contact;
Vulnerability:System}

Confirm

Mitigate

DeterminePlan

{Result:Impact}

{Tool,Vulnerability:
Method}

{Action:EventData}
{Action:EventData}

Assessment
Received?

{Target:Contact;
Vulnerability:System}

Detect

Mitigate

Synthesize/Abstract

Aggregate/Summarize
Assess

Inform/Report
Event

Detected?

Valid?

Actionable?

Sufficient?

Triage

Communicate

Analyze

No

No

No
Yes

Yes

YesReceive

Monitor

Identify

Mitigate Respond

Report

Analyze/Amplify

Corroborate/Confirm

Corroborate/Confirm

Analyze/Amplify



M. Osorno, T. Millar, D. Rager, “Coordinated Cybersecurity Incident Handling”, 16th International
Command and Control Research and Technology Symposium (ICCRTS'2011), June 2011, in press.

Three levels of decision-making:
•Operations: immediate activities required to identify incidents and safeguard assets
•Management: informed decisions to prioritize activity and allocate additional   
   resources to incident response
•Policy: deliberate planning for the establishment of new initiatives, provenance of 
   programs and evolution of organizational practice

Two modes of communication:
•Peer-to-peer/Lateral: operator-to-operator, analyst-to analyst, manager-to-manager
   and policymaker-to-policymaker collaboration and relay 
•Hierarchical/Vertical: escalation of incident information and dissemination of
   directives or plans and the flow of questions and answers between different levels
   of authority
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Decision cycles combined with organizational roles and authorities help model the
full incident response process
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