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e Introduction
 Problem




« John Ritchie

— Doing IS since 1998
* Pwned!




« Statewide Information Security
« Enterprise-wide Policies
» Enterprise Programs




« With us to stay
* Evolving




 Data Loss
* Exposure Window




« Malware
 Forensics




« Agency Malware Cases
* Repetitive Processes
« Same Questions




» Standard Methodology
* Toolkit Enables Methodology
« Audience




 Mount Infected Volume RO
« Scan with 1+ A/V products
 Extract and Scan MBR




« Easy to Use
« Supports Methodology




e Linux Boot CD
e Software write-blocker
 Automates Methodolog




* Not For In-depth Forensics
* Not For Legal Evidence
* Not For Full Malware

Analysis




 Two Machines
— Infected Victim
— Analysis Workstation




 Windows, Mac or Linux?
 Fully-Patched
« Up-to-date AV product(s)




2nd Network (WiFi)

Analysis
Workstation

Victim Workstation




* Boot Victim from Malware CD
— Warning: user error opportunity!

 Plug in USB Drive After Boot




 Set Timezone if not Pacific
e Start Timeline Generation
e Share Victim drive




* |dentify and Document A/V findings
— Use CAUTION!




* |dentify and Document A/V findings
— Use CAUTION!




 History of Activity
— Sorted by Date
— File System, Metadata (file contents),
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« MACB (NTFS)
— M: File Last Modified
— A: File Last Accessed
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[Internet Explorer] {(Last Access] User: SYSTEM URL:http://194.68.285,223/c/A01469,/c3Bea5e57d%9eadbelall
[Internet Explorer] {(Last time cookie passed to website/Website modified cookie) User: Cookie:system U
187443-128-4 fDocuments and Settings/MetworkService/Local Settings/Temporary Internet FilessfContent.
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222916-128-3 /Documents and Settings/INFECTUSER/Desktop/Spots/Novemberl@.xls




* Integrates dated information from
files on system

— Browsers, EV Logs, FW logs, LNK




Wed Nov 18 2818 14:34:32 Bm... B @ 5] B REG_User_INFECTUSER/Software/Microsoft/Windows/CurrentVersion/Ext/Stats/{BE56F
6576 ...b rfrrwxrwirex B ] 187318-128-5 /Documents and Settings/INFECTUSER/Local Settings/Temporary Int
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Wed Nov 18 2918 14:34:44 217 ...b r/frrexrwxrwx @ ] 187316-128-3 /Documents and Settings/INFECTUSER/Application Datassdfsf.bat
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Wed Nov 18 2018 14:36:53 5242BB macbhb @ 5-1-5-1B @ 35

28 [Event Log] (Time generated/Time written) =DHSCT1852115> User: 5-1-5-1B USER3



* Integrates registry value Mod times
« Useful? or Not?




« Challenge your assumptions!

« Read entries in context. Isolated
entries aren’'t good evidence




« Hazardous Material!
 Think before acting!




 Four Questions:
— How did this get here?
— Where did it come from?




« How did this get here?
« Where did it come from?
« How long has it been here?




* Problem Statement
— Malware, Risk, Inexperience




« Shaun Gatherum, ESO

* Open Source Products
— Kristinn Gudjonsson — log2timeline




« What next?
— Changing Landscape
— Toolkit Improvements
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