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Trust but Verify

In order to establish organization and protect our IT assets:

e Define Rules for the controlled environment

Identify those who the Rules will apply to

Authorize a set of Privileges to those to be trusted

Monitor the use of those Privileges

Take action on any misuse of those Privileges

These Rules can take many different everyday forms such as:
e Kids are allowed to use the internet — with software and parents monitoring
e We use freeways with speed limits — but Policemen and cameras monitor

e Passports grant access to other countries — Border patrol monitor activities
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Regulations Establish The Rules for IT

Information Assurance Security Controls are based on the same
principles: rules, identity, authorization grants and monitoring

NIST

NIST Special
Federal Publication
Information 800-53

Security
Management Act

o

Homeland Security
Presidential Directive 12 Department of Defense
Directive 8500.1

National Industrial
Security Program
Operating Manual

Federal Desktop Core
Configuration
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The Rules are well defined:

e Establish separation of duties

e Enforce system security policies
e Enforce network access policies
e Encrypt data-in-motion

e Enforce “least access”

e Require smartcard user login

e Lock down privileged accounts
e Grant privileges to individuals

o Audit privileged user activities
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NIST 800-53 Provides Detailed Security Requirements

There are five identity and access management specific control families
which we will look at more closely
o Identity & Authentication (IA)
e Uniquely identify and authenticate users

e Employ multifactor authentication
Access Control (AC)

e Restrict access to systems and to privileges

e Enforce separation of duties and least-privilege rights management

Audit & Accountability (AU)
e Capture in sufficient detail to establish what occurred, the source, and the outcome

Configuration Management (CM)
e Develop/maintain a baseline configuration
e Automate enforcement for access restrictions and audit the actions

Systems & Communications (SC)
e Boundary Protection
e Transmission Integrity and Confidentiality
e Cryptographic Key Establishment and Management including PKI Certificates
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Centrify’s Proven Solution for Access Governance

Centralizes Security Identity and Access Management within Active Directory

Identity Consolidation Privileged Access Management

« De-duplicate identity infrastructure Associate privileges with individuals

-« Get users to login as themselves / SSO Enforce “least access & least privileges”

« Single security policy definition Audit privileged user activities

« Single point of administrative control Isolate systems & encrypt data-in-motion

? R ' SysAdm! ' ' rrﬁ gé root .i‘:

DBAs

Users Groups Unix Profiles User Roles Security
Policies

Active Directory-based Security Infrastructure

Protecting Systems. Authorizing Privileges. Auditing Activities.
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Centralization
Goals

« Centralized UNIX Identities

« Establishing a global namespace

» Limited access granted where needed
« Locked down privileged accounts

» Privileges granted to individual users

« Audit privileged activities
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Corresponding Challenges

Legacy namespace is complex and
different across many systems

Individual system differences make
centralization difficult ‘

Access rights are typically
granted too broadly

Granting privileges requires a
simple way to create and
manage the policies

Integration with existing
management processes
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Adoption of IaaS is growing in the Enterprise

Yankee Group says 24% are using IaaS, 60% are planning to use in 12 months
Adoption trends are first in Development, then QA/Test, eventually to Production

Security remains the primary issue blocking Enterprise use

Cloud Security Alliance identified 7 threats to cloud computing
Gartner identified privileged user access as the #1 cloud computing risk

The Challenges to Enterprise use inexpensive public IaaS are very
familiar

Cloud server security is left to the customer

Cloud server templates have common privileged accounts and passwords

Cloud servers are typically deployed on public networks with dynamic IP addresses
Access controls and activity auditing are left to the customer

Applications hosted on these servers don’t enable end user single sign-on access
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entri olution Automate acurl nforcement
Leverages Active Directory as Centralized Security Infrastructure

Protect Systems
e Group Policy enforces system security policies
e IPsec based network protection policies

Protect
e AD management of privileged accounts

Authorize Privileges
e AD-based unique identity Audit @
e Role-based access and privilege
e AD enforces separation of duties

Audit Activities

e Audit all user activity
e Report on access rights and privileges

Authorize

Automating Security for the Enterprise
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Leveraging Active Directory as Centralized Security Infrastructure

PROTECT SYSTEMS
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Active Directory services provide the foundation for Enterprise security
e Highly distributed, fault tolerant directory infrastructure designed for scalability
e Supports large Enterprises through multi-Forest, multi-Domain configurations
e Kerberos-based authentication and authorization infrastructure providing SSO

UNIX/Linux systems join Active Directory
e Establishing individual computer accounts for each system
o Automatically enrolling for PKI certificates and establishing Enterprise trust
e Enabling authorized Active Directory Users to login, online & offline
e Controlling user authentication for both interactive and network logins

Field Ops
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Group Policy provides a platform to define standard baseline security
settings to be enforced on all systems

e DirectControl expands Group Policy usage to UNIX, Linux and Mac OS X systems

Mac Group Policies enable
central system configuration

e Eliminating the need for OD &
Workgroup Manager

Group Policy Management
Console provides security
baseline management

e Backup/Import Settings

e Modeling & Reporting on
Policies
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Consistent security and configuration policies need to be enforced on all
Windows, UNIX, Linux and Mac systems

e Group Policy is automatically enforced at system join to Active Directory

policy Obi
olicy Obje

e Group Policy routinely checks the system for compliance, updating as required

e User Group Policy is enforced at user login

File Action View Help

RN 2l
-] Administrative Template 4 | | Policy ] :
=) Centrify Settings W Enforce scre l Explalnl
[ Common Unix Settir & o
L = =] u DirectControl Settin FT” Enforce screen locking
Group Policies enforce: > ot o
[#-(_] Adclient Setting " Not configured
. . . . -] Group Policy Se (* Enabled
e System authentication configuration b s S

[+ \:I Login Settings

e System Banner settings G N s 5 e L
#-[__] NSS Overrides

- [#-(_) Pam Settings 15 ~
e Screen Saver & Unlock policies Edl
. . . LlLinuxSettin S

e SSH policies control remote access security H
. .. R EgﬁUserConfigUthi;’:mgs

e Firewall policies control machine access 30 softvre saltgs
[#-(_] Administrative Template

e Mac OS X specific policies control the D oo s BisvaisSetig) | | e Seiig |
system and user’s environment E Em el
[+ lac ettings __|
«I  m

|
4 start J @& J (&) Centrify DirectControl | 555 Group Policy Mana... | “F Group Policy Object... | “F) Enforce screen lo...
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Prevent Data Breaches from External Threats

e IPsec Transport Mode isolates the entire enterprise, preventing access by
rogue or untrusted computers and users — reducing the attack surface

e Network-level access controls are much more important when:

e Enterprise network boundaries become porous as they include wireless and grow exponentially
e Users’ work becomes more virtual, accessing corporate resources from mobile / remote locations

e Software- and policy-based approach lets you avoid an expensive VLAN and
network router ACLs approach

Corporate Network

-

Rogue Computer

Managed
Computers

Computer
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IPsec authentication policies logically isolate sensitive servers independent of
physical network location

e Sensitive information systems are isolated based on PKI identities and AD group membership

IPsec encryption protects data-in-motion without modifying older applications

o Enforce peer-to-peer, network-layer encryption for applications that transport sensitive information

(
AH ESP .
IP Header Header Header Protected Data ESP Trailer :
- SuSE
Encrypted
Authenticated \
Encryption
74! Intel DC21140 PCI Fast Ethernet Adapter: Capturing - Wire Each packet is encrypted
Ble Edt Yew Go Coptwe Analyze Statistics Help preventing attackers from
3 6 & D = ) .

Sasee BEXZTS \ P 9 seeing any sensitive

Eiker: ip.addr eq10.1.1.4 information

No. - Time Source Destination Prot e
A1d L/.0/1822 1U.1.1.Z2 1v.l1.1.4 ESF Pl =UxXCYETabEY )
116 18.256939 10.1.1.4 10.1.1.2 ESP SPI=0x08074f73)
117 18.257525 10.1.1.2 10.1.1.4 ESP (5PI=0xc%ef4689)
118 18.581487 10.1.1.4 10.1.1.2 ESP P (SPI=0x08074f73)
119 18,.582066 10.1.1.2 10.1.1.4 ESP (5PI=0xc9%ef4689)
120 18.920792 10.1.1.4 10.1.1.2 ESP (SPI=0x08074f73)
121 18.921425 10.1.1.2 10.1.1.4 ESP (SPI=0xc9ef4689)
122 19.303736 10.1.1.4 10.1.1.2 ESP (5PI=0x0807473)
123 19.304451 10.1.1.2 10.1.1.4 ESH (SPI=0xc9ef4689)
124 19.472043 10.1.1.4 10.1.1.2 ES) (SPI=0x08074173)

| 9.4 7498 e L I .1.1.4 g SPI=0xC9er4689
126 19.474993 10.1.1.2 10.1.1.4 ESP ESP (SPI=0xc9ef4689)
127 19.666227 10.1.1.4  10.1.1.2 ESP ESP (SPI=0x08074f73)
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Leveraging Active Directory as Centralized Security Infrastructure

AUTHORIZE PRIVILEGES
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A Ive Dire 0 ClUC as A ount ivVianageme t

AR 4
e UNIX Account administration leverages centralized Active Directory
processes and automation

e Account and authentication policies are enforced on all systems

Existini Identiti

dt@demo-rhel3:~

=0l
\;Iglé{

DirectControl Administrator Console

|

MMC Admin Console

o |

Active Directory Users and Computers

Provisionini

Active Directory-based Security Infrastructure
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Centralize The Most Complex UNIX Environments
Zones uniquely simplifies the integration and centralized management of
complex UNIX identity and access permissions into Active Directory

e Only solution designed from the ground up to support migration of multiple UNIX environments and
namespaces into a common Directory

e Zones provides unique ability to manage UNIX identity, UNIX access rights and delegated
administration
Centrify supports native AD delegation for separation of duties
e Zones create natural AD boundaries for delegated UNIX administration of a group of systems
through AD access controls on UNIX Zone objects
Seamlessly integrate administration into existing IDM systems

e AD Group membership controls the provisioning of UNIX profiles granting access and privileges
e IDM systems simply manage AD Group Membership in order to control the environment

Engineering Finance HR Retail

¢
m} (r

SOLaris

Active Directory-based Security Infrastructure

© 2004-2011. CENTRIFY CORPORATION. ALL RIGHTS RESERVED. SLIDE 17



www.centrify.com

Ensure Separation of Administrative Duties

Separation of AD and Unix Admins

e User’s Unix profile are stored independent of AD
User object

4 Administration 29ne ddhini
e Unix Admins don’t need rights to manage AD (@ k Adfhinistrator

User objects, only Unix profiles

soLaris

Separation of Unix Departmental Admins

e Each Zone is delegated to the appropriate Unix
Admin

e Unix Admins only need rights to manage Unix
profiles within their own Zone

. ¥
ﬂd Joan .
Active Directory * /| l.\‘\.
5/JVL\i

AD & Windows

Administration
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Least Access is Enforced Through Zones

e System Access is denied unless explicitly granted
e Access is granted to a Zone (a logical group of systems)
e Users’ UNIX Profiles within a Zone are linked to the AD User

fredt fthomas jlsmith joans
UID = 10002 UID = 31590 UID = 61245 UID = 4226

joans
UID = 200

gd /'\/'\
AD Users, Computers & Groups S TR

\»
./Jv‘.\'.

Active Directory

One Way Trust
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- IN

Smartcard login policies are also enforced

e DirectControl for OS X supports CAC or PIV smartcard login to Active Directory granting Kerberos
tickets for SSO to integrated services

e Users configured for Smartcard interactive login only are not allowed to login with a password,
however Kerberos login after smartcard is allowed

Kerberos provides strong mutual
authentication to Servers after desktop
smartcard login

Mac OS X

This computer Is property of Centrify Corporation, unauthorized use
is prohibited

pa—
e

-" ! David McNeely

é

Log n
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Lock Down Privileged Accounts

Lockdown privileged and service accounts within Active Directory
¢ Online authentication requires AD-based password validation

e Offline authentication uses the local cached account

e Passwords are synchronized to local storage for
single user mode login

Leverage role-based privilege grants to
eliminate risks exposed by these accounts

e Eliminating need to access privileged accounts

e Enables locking down these account passwords

L
UNIX root

- - o |V|.\.
Active Directory — ¢ 4 "\
"o"/JVL\’o
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? ~te Privi th N  Individuals

Centralized role-based policy management
e Create Roles based on job duties

e Grant specific access and elevated privilege rights
e Eliminate users’ need to use privileged accounts

e Secure the system by granularly controlling how the %()Ies Backup Operator Rights

user accesses the system and what he can do ‘ Availability
+ Maintenance window only

Backup PAM Access
. . Operator + ssh login
Unix rights granted to Roles Privileged Commands
e Availability - controls when a Role can be used " tar command as root
Restricted Environment
e PAM Access - controls how users access UNIX system - Only specific commands

interfaces and applications

e Privilege Commands - grants elevated privileges
where needed

Resources

e Restricted Shell - controls allowed commands in the
user’s environment
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Grant Privileged Commands to Roles

e Web Admins need root privileges ‘ .
. General | PAM Access | Commands Access |
to manage Apache Services

" Use restricted environment:

* Privileged commands:

ctContrao

\@) File Action View Favorites Window Help
& = ‘ X R @ Name I Description I Command I
‘ —— httpd start-sto...  httpd service control service http™
vi httpd Edit httpd.conif file vi fetc/httpd/confs”

__] Console Root
S| @ Centrify DirectControl [demo-dc.centrify.demo] | Errer text here

=@ Zones EWeb Admins
-4 Auto Zone
[#-() default
[=1-Z) Finance
-8 Computers
# é Groups
[+ ﬁ Users
-1 NIS Maps
=g Roles
&7 Backup Operator
&2 DBA
&2 Sys Admin
&2 Web Admin Role
-7 Rights
[+ PAM Access
[+ Restricted Environments

[+ Privileged Commands
-2 Product Marketing
[+-5=3 Report Center Add Remove Prooerties I
4
oK Cancel | Spplu
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ADIUsers & Groups

Role Assignment

e Active Directory Users are assigned to a Role, Fred J!an Backup
eliminating ambiguity, ensuring accountability

./I\/|\.

0/ \n
./J\A\—.

e Active Directory Groups can be assigned to a Role,

simplifying management Roles Y ————

e User assignment can be date/time limited - enabling
temporary rights grants

Availability
. + Maintenance window only

Baclup PAM Access
Operator + ssh login

Privileged Commands
* tar command as root

Assignment Scope
e Roles apply to all computers within a Zone

Restricted Environment
» Only specific commands

e Assignment can be defined for a specific Computer

Resources
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- o Privilege / e  Envi t

e Web Admin editing the httpd.conf requires root permissions

User Session

[twilson@test-rhel5 ~]$ su root

Password:

[root@test-rhel5 twilson]# vi /etc/httpd/conf/httpd.conf
[root@test-rhel5 twilson]# /sbin/service httpd restart

Stopping httpd: [ OK 1]
Starting httpd: [ OK 1]
[root@test-rhel5 twilson]#

Security Log (/var/log/secure)

Oct 26 10:13:27 test-rhel5 sshd[1786]: pam_unix(sshd:session): session opened for user twilson by (uid=0)
Oct 26 10:14:45 test-rhel5 su: pam_unix(su:session): session opened for user root by (uid=10004)
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[twilson@test-rhel5 ~]$ id

uid=10004(twilson) gid=10001(unixuser) groups=10001(Cunixuser)
[twilson@test-rhel5 ~]$ adquery group -a "Web Admins"
centrify.demo/Users/Tim Wilson

centrify.demo/Users/David McNeely

[twilson@test-rhel5 ~]%

[twilson@test-rhel5 ~]$ dzinfo

Zone Status: DirectAuthorize is enabled

User: twilson

Forced into restricted environment: No

Role Name Avail Restricted Env

Web Admin Role Yes None

PAM Application Avail Source Roles

ftpd Yes Web Admin Role
sshd Yes Web Admin Role
Privileged commands:
Name Avail Command Source Roles
vi httpd Yes vi /etc/httpd/conf/* Web Admin Role
httpd Yes service http* Web Admin Role
start-stop-rest
art

[twilson@test-rhel5 ~]$%

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED.
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xample: F aged ACCe NIth Cen J1ITE

e Web Admin editing the httpd.conf using DirectAuthorize
privilege elevation

User Session

[twilson@test-rhel5 ~]$ dzdo vi /etc/httpd/conf/httpd.conf
[twilson@test-rhel5 ~]$ dzdo /sbin/service httpd restart

Stopping httpd: [ oK 1]
Starting httpd: [ OK 1]
[twilson@test-rhel5 ~]$

Security Log (/var/log/secure)

Oct 26 10:25:42 test-rhel5 sshd[1786]: pam_unix(sshd:session): session opened for user twilson by (uid=0)
Oct 26 10:26:03 test-rhel5 dzdo: twilson : TTY=pts/5 ; PWD=/home/twilson ; USER=root ; COMMAND=/bin/vi /
etc/httpd/conf/httpd. conf

Oct 26 10:28:27 test-rhel5 dzdo: twilson : TTY=pts/5 ; PWD=/home/twilson ; USER=root ; COMMAND=/sbin/
service httpd restart
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Leveraging Active Directory as Centralized Security Infrastructure

AUDIT ACTIVITIES
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Show me accounts not used in last 90 days. Syslog rollup brings in
operational intelligence from
other systems, apps, SIEM,

Are there any systems where Centrify is not connected? . .
security devices, etc.

How long was a user in a role?
Metrics and Alerts

Active

Data Directory

Config files

Authentication Attempts

Centrify Zone and Role Assignments

-
*NIX Syslog fete/passwd Centrify Health and Configuration

Dashboards and Reports

I want to see all failed login attempts. e Shows changes in AD, *nix
login attempts, Windows login
Are there any newly created local accounts on my server? attempts, Centrify agent
health, etc.

Who zone-enabled this user?
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&7 Updated 5 minutes ago by TANGO\Administrator

f) tango.se/Program Data/Centrify/Zones/DMZ/Users/twamley @ < tango.se/Users/David Twamley

L
splunk-. ) Centrify App - | Manager | Alerts | Jobs | Logout
Dashboards Logs and Configs Search Support @ Help | About
¥
Centrify Insight Overview | Actons -
‘ All time -

Getting Started

Add the data sources required for this app to provide meaningful functionality:

.

Splunk Search Head — Install Splunk 4.2, install this app, enable the twitter input and
forward the remaining boxes here.

Windows Domain Controller(s) — Install the Windows Universal Fowarder. Collect Security
Log and Active Directory. Must be run as an Active Directory domain user.

Centrify managed *NIX boxes — Install Splunk 4.2, install this app, enable the appropriate
inputs and forward to the Splunk Search Head.

.

To learn more about this app and Centrify:

* Read the Installation Guide

« Free Active Directory Tools for UNIX,
Linux and Mac

« Centrify Express Community

« Splunk Answers for Centrify Insight
« Centrify Customer Support
« Centrify Support Tweets

NOTE: There are several scheduled searches we run on a regular basis in Splunk Enterprise.
In Splunk Free you will need to manually run these searches once or twice a day. It is also
useful to manually run these searches after changes like turning on addebug to collect
centrifydc.log data.

* Reload centrifydc.log hosts
« Reload centrifydc.log modules

« Reload Active Directory Lookups

Centrify Insight Dashboards

Gain insight about users, groups and computers managed through Active Directory and the
Centrify Suite. Requires the appropriate data sources to be configured. See the getting started
section or the Centrify Insight documentation for more information.

Centrify Zone
@ omz

Show all 512 lines for 1 events

UNIX User uiD Shell Home Enabled ‘When Created

david => twamley 10001 /bin/csh  /homeftwamley 10000 True 01:53.28 am, Tue 03/29/2011

DC — WIN-D64N2IVJ19B.tango.se Windows Event Codes — 5136

3: Centrify Zone User- S’F‘)Il'mi(’ (\ gcn trlfy B App ~ | Manager | Alerts | Jobs | Logout
)
n Dashboards Logs and Configs Search Support © Help | About
Active Directory Us
@ Search Active Directory and Zones | Actions ~
Object Type Activity Type Group Type Search Text
D Search Centrify Di\l Group :] Altered Membership = l Global Distribution =l| | employees

=2 matching events | 43,097 scanned events

Recent Centrify Support Tweets

date & tweet ¢
about a month ago
about a month ago
about a month ago

about a month ago

adinfo adds a capabilty to validate AD user and password against a given domain. E.g., adinfo -A -u ADUSERNAME [

Centrify Suite 2011 now available for download. For more details, visit http://bit.ly/hLcvok ( Requires login to Centrify S

Employees

& Added member(s) to this group about a minute ago by TANGOWUT

tango.se/Users/Employees

AD Group Group Scope  Group Type

Centrify Suite 2011 now integrates more than 280 UNIX, Linux and Mac platforms with Microsoft Active Directory.

&3 Employees  Global Distribution

Mail Affected Members

& tango.se/Users/Alpha
fo tango.se/Users/Bravo
fo tango.se/Users/Charlie

employees@tango.se

@pwyliu : Did you mean SLES 11 SP1 ? If so 'yes'. Please check out our detailed list of supported platforms here: htty

Show all 264 lines for 8 events DC — WIN-D64N2IVJ19B.tango.se Windows Event Codes — 4750, 4751, 5136

aboutamonthago  RT@CentrifyNews: Happy 6 year birthday #Centrify #DirectControl !! | http://bit.ly/bYTSc6 | VL0 had support for only

Employees N 1
i‘o Added member(s) to this group 3 days ago by TANGOWUT u

tango.se/Users/Employees

Mail

© 2004-2011. CENTRIFY CORPORATION. ALL RIGHTS RESERVED.

AD Group Group Scope  Group Type

&3 Employees  Global Distribution

Show all 88 lines for 3 events

DC — WIN-D64N2IVJ19B.tango.se Windows Event Codes — 4750, 4751

Affected Members

employees@tango.se @ tango.se/Users/David Twamley
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High Definition Visibility Provided by Session Recording

" DlrectAudlt [Console Root\ DlrectAudlt Audltur [{local)\DirectAudit - DirectAudit]\Active Sessic

=lolx|

'ﬁ] File Action Yiew Favorites Window Help

| =181 x]

- | BmEE| 2

] Console Root User

I Machine address

| AD user | Machine

P o Qulck Query Results @direc
g'yuhm chan@directaudit.dev ¥
g]ohnson chu@directaudit.dev ¥
gangel kwok@directaudit.dev ¥
B‘ <Failed to retrieve user name> Y

s
,) Suspended Sessions
- Sessions to be Reviewed
,) Sessions Pending for Action
»~ Reviewed Sessions

I »- Al sessions

harvey-home

v

Replay harvey cda-dad1.centrify.com 12/29/2006 4:07:09 PM
f

cda-dadi. centnfy cc
cda-dad1.centrify.cc
cda-dad1.centrify.cc

Replay
Open
Update Review Status »

57| Enter text here

Properties

Help

=10l x|

root:x:0:0:root: /root: /bins/bash
ibin:x:1:1:bin: /bin: /shin/nologin
2:2:daemon: /shin: /sbin/nologin
radn: /var/adm: /shin/nologin
1p: /var/spool/
sync:x:5:0:sync: /shin: /
shutdowm:x:6:0: shutdown
thalt:x:7:0:halt: /sbhin: /| . e

I

mail:x:8:12:mail: /var/s,
news:x:9:13:news: /etc/n
uucp:x:10:14:uucp: fvar/,
operator:x:1l:0:operato
games:x:12:100: games: /U e rare T
gopher:x:13:30: gopher: /

ftp:x:14:50:FTP User: /v - ¢

mobody:x:99:99:Nobody: /.
rpm:x:37:37::/var/lib/r

vesarx:69:69:virtual co Toda\
nscd:x:28:28:N5CD Daemo .
sshd:x:74:74: Privilege-~ =
rpc:x:32:32:Portmapper
rpcuser:x:29:29:RPC Ser
nfsnobody:x:65534: 65534 - -

" jetc/passwd” [readonly

> m | Paused
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UNIX system access & activity is
linked to users’ unique AD account

Tracks all user access to systems
= Provides full user session replay
» Shows what commands were executed

» Shows what changes they made to key
files

Centrally search captured sessions
for events, such as:

» All accesses to sensitive files

= Any execution of shutdown or Kill

» All su and sudo executions
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Reborting Simplified with Centralized M t

Authorization and Access Reports can be centrally created:
= Reporting on user account properties

= Detailing user role assignments and privilege command rights
= Showing user access rights to computers

Active Directory based
reporting

= Reports are generated on
live, editable AD information

= Administrators can take
snapshots of a report

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED.

@)Eile Action View Favorites Window Help

o | BAE XB @E

] Console Root

(=14 Zones

(-4 default
=)-5=3 Report Center

=-£5 Computer Access Report
&j Current

mputers Report

£ License Summary Report
& Current

[ £5) User Account Report

&3 Current

=]

=& Current
@) default
[=)-£5 Zone Delegation Report
&3 Current
[=-E£= Zones Report.
& Current

; Saved 7/4/2007 2:04:34

S} @ Centrify DirectControl [demo-dc.cen | Errer te

-10] x|
=& x|
ADComputer DNSN... /| ADComputer,OShame
t here 57 Enter text here 7
gdemo—macbookpm.c... Mac OS5 X
=) demo-powerbook.ce... Mac 05 %
ghpserven.centrify.d,.. HP-UX
Bhpserverz.centrify.d... HP-UX
élhpsevvev&centrify.d,.. HP-LX
&), - -
5 @ Computer accessreport =loi x|
BJsoh  Report
B3 DR3
gsal: =
= tes
=
| o Computer Access Report

B User Privilege Command Rights

Report  Help

(Data retrieved at 7/4/2007 2:04:34 AM)

AD Computer: CENTRIFY. || | [+ [ [& =5

CENTRIFYDEMO\david.mer

CENTRIFYDEMO\fred thom:
CENTRIFYDEMO\fred.wilsor

CENTRIFYDEMO\ ames.Aa
CENTRIFYDEMO'\keith. smith

CENTRIFYDEMO'\kevin.mer
CENTRIFYDEMO\rusty.men

4

User Privilege Command F
{Dataretrieved at 3/18/2009 10:41:13 AM)

Command Right

Report loaded

Scope Descripti
Domain: centrify.demo, User: david.ancneely, Zone: default
All Entire Zone All Command:
Domain: centrify.demo, User: david.mcneely, Zone: Finance
Al Entire Zone All Command
httpd start-stop-restart Entire Zone httpd service
vi httpd

Entire Zony Edit httpd.cor
Domain: centrify.demo, User: david.mcneely, Zone: VirtualSemrsgLI REgS2
Al

Entire Zone Al Command:
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NIST SP 800-53 Requirement

Identity & Authentication (IA)
e Uniquely identify and authenticate users

e Employ multifactor authentication

Link entitlements and actions to a centrally managed user
identity in AD

Support smartcard authentication for Mac Workstations

Access Control (AC)
e Restrict access to systems and to privileges

e Enforce separation of duties and least-
privilege rights management

Enforce centralized policies for Role-based access and
privilege rights

Enforce administrative separation of duties

Audit & Accountability (AU)

e Capture in sufficient detail to establish what
occurred, the source, and the outcome

Capture all interactive sessions on audited systems,
attributing the actions to the accountable person

Provide search and session replay

Configuration Management (CM)
e Develop/maintain a baseline configuration

e Automate enforcement for access
restrictions and audit the actions

Automatically enforce a baseline security policy
Continuously enforce/update the security policy

Systems & Communications (SC)
e Boundary Protection
e Transmission Integrity and Confidentiality

e Cryptographic Key Establishment and
Management including PKI Certificates

Enforce domain and group-based isolation policies to
protect sensitive assets

Encrypt data in motion between systems

Automate PKI management and validation on protected
systems

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED.
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The Centrify Vision

Control, Secure and Audit Access to Cross-Platform Systems and Applications

Centrify the Enterprise

: ( V-
“Ul,' " S u S E g
ii : E IT Staff soLaris Red Hat End-Users ﬂ q
Contractors HP- Mobile Workers
& Vendors oo
(&) vmware i JBoss
CITRIX' WebLogic
* Microsoft WebSphere
- b t Active Directory
<12 Vounty Py ORACLE

A DE
Mac OS X Windows w m w
~Ya :.’

Leverage infrastructure you already own - Active Directory - to:

Control Secure Audit

What users can access User access and privileges What the users did

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED. SLIDE 34
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Reduce Costs Through Identity Consolidation

“Islands of identity” need to be
managed and secured

e Locally managed etc/passwd file
e Legacy NIS or hand-built scripting
e High cost & inefficient to maintain

With Centrify:

v' Consolidate disparate UNIX and Linux
identity stores into AD

v Implement least-privilege security

v' Centrally enforce security and
configuration policies across UNIX,
Linux and Mac systems

v Instantly terminate access to all
systems and applications centrally

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED.

N
N N
¢ @

UNIX ~ Linux

Windows Web UNIX
DirectManage Administrator DirectManage Web-Based UNIX-Based Command-Line
Console; ADUC Extensions Administrator Console Interface
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Evolving threat landscape and
regulatory environment

e Shared “root” password compromises
security & exposes intellectual property

e Anonymous access...

e Audits require reporting that ties access
controls and activities to individuals

With Centrify:

v Associate privileges with individuals
v" Lock down privileged accounts

v' Enforce separation of duties

v Isolate sensitive systems

v Protect data-in-motion

v Audit all activity

© 2004-2011 CENTRIFY CORPORATION. ALL RIGHTS RESERVED.

www.centrify.com

Finance

Administrator

Vi
SuSE
;@Finance Zone

Active Directory /

Q/Active Directory
Administrators

o/.lvl.\o
> . \.
./'[\/1.\.
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Why Customers Choose Centrify

G artner Centrify is the "“right vendor to choose" for Active Directory integration: Centrify’s solution is
“mature, technically strong, full featured, and possess(es) broad platform support.” - 2009

"We recommended that clients strongly consider Centrify ... its products can fit well within a
multivendor IAM portfolio.” - 2010

Experience & Expertise The Best Solution
e 3500+ enterprise customers e Single architecture based on AD
e Largest dedicated team o Comprehensive suite
 Unparalleled 24x7 support e Proven success in deployments
e Record growth and profitable Iy

Industry Awards Industry Certifications
My SAP Certified
L‘\ Integration with SAP ,\L:!J\'u'/nwn"
G on redhat. sorars
Server=2008 READY READY
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Learn More and Evaluate Centrify Yourself

WEB SITE www.centrify.com

FEDERAL SOLUTIONS www.centrify.com/federal

TECHNICAL VIDEOS & MORE ~ www.centrify.com/resources

SUPPORTED PLATFORMS www.centrify.com/platforms
REQUEST AN EVAL www.centrify.com/trial

FREE SOFTWARE www.centrify.com/express
CONTACT US www.centrify.com/contact
PHONE Worldwide: +1 (408) 542-7500

Europe: +44 (0) 1344 317950
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