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The City: Pittsburgh PA

Historical:

« (George Washington
e John Chapman

* Louis & Clark
 Mike Fink

» Stephen Foster
 Andrew Carnegie

* Richard Mellon

« Jonas Salk

e Andy Warhol Vibrant multigenerational social structure
 Fred Rogers

 Herbert Simon Diverse population:

e And many more... - 1.2 Million (2010, Allegheny County)

3 major universities Modern budget issues

Major medical system
Pittsburgh Steelers, Penguins,
Pirates
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The City: Information Systems

City CIO (currently acting CIO)
2 full-time network security staff (others as-needed)

“City Information Systems plans, acquires, installs, and
supports the City's proprietary and open computing
environments, including personal and mobile
computers. CIS also develops software programs for
Public Safety, Finance and other departmental
Initiatives, provides network services, develops and
maintains the official City website, and trains City
employees in Microsoft Office applications.”
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The Network

city.pittsburgh.pa.us
205.141.128.0/18

Diverse mission space:

« Operations (Governance, HR, Payroll, Purchasing, ...)
Police, Fire, Ambulance, Courts

Tax collection, Property assessment, Building inspection
Park & recreation, Event planning

Housing, Water & Sewer, Public Works

City planning, Urban redevelopment
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Network Situation Awareness

“Telling the CIO what is needed to know”

Pre-existing
Firewalls
Network IDS
Host-based controls

Motivation
G20 summit (& protests)
Legal requirements

University of Pittsburgh bomb threats
Proactive security
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Flow Collection for Network Situational

Awareness

http://www.andrew.cmu.edu/course/95-855/

Instructors:
e Tim Shimeall*
e Sid Faber

Access to city
network flow data
« Initiated with CIO
« Reviewed by legal

« Sensor at primary
ISP outside firewall

« Volunteers
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In the typical mid to large sized network, no single individual has the ability to touch all

the systems which generate and consume network data. However, a single individual or ‘
group is often responsible for operating and securing the network. When you complete

this course, you should be able to analyze mid- to large-scale networks to answer
guestions such as:

* Is my bandwidth increasing from business-related activity, or from non-work related
activity?

¢ How will my business be impacted by implantation of more skningent security policy?
* Am I positioned to take advantage of cloud-based services?

* How will socio-political uprisings impact my network?
Class Mailing List
Subscribe to 95-855@lists.andrew.cmu.edu from any of your email addresses to receive

important announcements and join class discussions. List archives are available at

https://lists.andrew,.cmu.edu/mailman/private/95-855/
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Flow Analysis

Gain network situational awareness
Provide feedback to city
Done In the blind

Follow-on investigation by CIS staff

Process:
Find large traffic producers and consumers
Create profile
Eliminate bogons
Monitor over time
Explore deviations
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Discussions

ACL/ Least privilege
DNS

Remote access
Streaming video
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Client web, Served Web

Servers as Clients
Emall

DNS

NTP

etc.
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Follow-0n

Monitoring

Detection/follow-up

Context for security
planning

Further collaboration

CERT | == Software Engineering Institute | CarnegieMellon

00-00 02:00

Int

205.141.

04:00

2304 |

Unprofiled Traffic for 2012/01/05

08:00 08:00 10:00

16:00

*:3478

22

061 0bps

9J12L95

*22

3

91.121.182}

22

190

73080ps

80.50.43.38

205141

i1591bps

*:22

209.73.63.41:254

i4730bps

205.141

i
Qwﬂ'21_195§21?

1o |

i 151bps

i3348bps

Ext| *

D4:00

0B:00 10:00

FouQ

120

o

1400

| 245bps

15:00

Page 1of4

© 2012 Carnegie Mellon University 12



Conclusions

Low investment / High value add

Not high-expertise analysis

Controlled additional exposure

Significant risks addressed
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