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1 Introduction 1 

1.1 Overview 2 
Over the past two decades, the evolution of  technology has quickened society’s transformation to a 3 
digital environment.  These advances have been nonlinear and sometimes chaotic leading to 4 
disparities in the composition of  the information technology (IT) workforce.  The variation in 5 
training, expertise, acumen, and experience is a natural consequence and is found in the myriad of  6 
recruiting, education, and retention practices of  employers.  Since the very beginning of  the digital 7 
revolution, public and private organizations, leaders, and experts have dedicated significant resources 8 
to developing the IT security field of  practice, yet disparities remain.   9 
 10 
Now more than ever, IT security professionals must be prepared to meet the challenges that exist 11 
today and in the future.  The convergence of  voice and data communications systems, the reliance of  12 
organizations on those systems, and the emerging threat of  sophisticated adversaries and criminals 13 
seeking to compromise those systems underscores the need for well trained, well equipped IT 14 
security specialists.  Furthermore, the interconnectedness of  government and industry through 15 
shared infrastructures and services demonstrates the need for a universal understanding across 16 
domains of  the required roles, responsibilities, and competencies of  the IT security workforce. 17 
 18 
IT security must be a fundamental strategic driver of  an organization’s business or mission because it 19 
protects against theft and hostile acts, has the potential of  enhancing productivity, and can improve 20 
organizational function and design.  As the IT security field matures, it requires qualified 21 
professionals to support increasingly sophisticated security demands.  In response to this challenge, 22 
the Department of  Homeland Security National Cyber Security Division (DHS-NCSD) worked with 23 
academia, government, and private sector experts to develop a high level framework that establishes a 24 
national baseline representing the essential knowledge and skills that IT security practitioners should 25 
possess to perform.  26 
 27 
DHS-NCSD developed the IT Security Essential Body of  Knowledge (EBK): A Competency and 28 
Functional Framework for IT Security Workforce Development as an umbrella document that links 29 
competencies and functional perspectives to IT security roles fulfilled by personnel in the public and 30 
private sectors.  Potential benefits of  the IT Security EBK for professional development and 31 
workforce management initiatives include: 32 

 Articulating the functions that professionals within the IT security workforce perform, in a 33 
context-neutral format and language;  34 

 Promoting uniform competency guidelines to increase the overall efficiency of IT security 35 
education, training, and professional development; and 36 

 Providing a content guideline that can be leveraged to facilitate cost-effective professional 37 
development of the IT workforce, including future skills training and certifications, academic 38 
curricula, or other affiliated human resource activities.  39 

 40 
The IT Security EBK reflects the vast contribution of  resources to date and builds directly upon the 41 
work of  established references and best practices from the public and private sectors, which were 42 
used in the development process and are reflected within the content of  this document.  The EBK is 43 
not an additional set of  guidelines, and it is not intended to represent a standard, directive, or policy 44 
by DHS.  Instead, it further clarifies key IT security terms and concepts for well-defined 45 
competencies, identifies notional security roles, defines four primary functional perspectives, and 46 
establishes an IT Security Role, Competency, and Functional Matrix.  This effort was launched to 47 
advance the IT security training and certification landscape to help ensure that we have the most 48 
qualified and appropriately trained IT security workforce possible.  49 
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 50 

1.2 Background 51 
The President’s Critical Infrastructure Protection Board (PCIPB) was established in October of  2001 52 
to recommend policies and to coordinate programs for protecting information systems for critical 53 
infrastructure, such as the electrical grid and telecommunications systems.  PCIPB was responsible 54 
for performing key activities such as: collaborating with the private sector and all levels of  55 
government, encouraging information sharing with appropriate stakeholders, and coordinating 56 
incident response.  All of  these activities involve IT security and require qualified professionals to 57 
support increasingly complex demands. 58 
 59 
Knowing that IT security workforce development was an issue requiring a focused strategy, the 60 
PCIPB created the IT Security Certification Working Group (ITSC-WG).  This group was tasked to 61 
examine possible approaches to developing and sustaining a highly skilled IT security workforce, 62 
such as establishing a national IT security certification process.  63 
 64 
In 2003, the President released the National Strategy to Secure Cyberspace, which provides direction for 65 
strengthening cyber security.  The National Strategy was created to “engage and empower Americans 66 
to secure the portions of  cyberspace that they own, operate, control, or with which they interact.”  It 67 
acknowledged that, “securing cyberspace is a difficult strategic challenge that requires coordinated 68 
and focused effort from our entire society, the Federal government, State and local governments, the 69 
private sector, and the American people.”  DHS-NCSD was also established in 2003 to act as a 70 
national focal point for cyber security, facilitate the implementation of  the National Strategy, and 71 
coordinate cyber security efforts across the Nation. 72 
 73 
A key recommendation from the PCIPB’s ITSC-WG work is addressed in the National Strategy as 74 
the foundation for recommendations on IT security certifications, listed in Priority III of  the 75 
Strategy.  Specifically, action/recommendation (A/R) 3/9 states: 76 

 DHS will encourage efforts that are needed to build foundations for the development of security certification 77 
programs that will be broadly accepted by the public and private sectors. DHS and other federal agencies can 78 
aid these efforts by effectively articulating the needs of the federal IT security community. 79 

 80 
DHS-NCSD established the Training and Education (T/E) Program to lead this effort, among 81 
others, in the area of  IT security workforce development.   82 

1.3 Purpose 83 
The IT Security EBK acknowledges the vast contribution of  various stakeholders to IT security 84 
training and professional development and seeks to articulate a path to better align those efforts 85 
within a unifying framework.  For instance, over the last several years, the T/E Program has worked 86 
with DoD, academia, and private sector leaders in the IT and information security fields to arrive at 87 
the conclusion that while many worthwhile, well-regarded IT security certifications exist, these 88 
certifications have been developed according to varying criteria based on the focus of  each certifying 89 
organization and its own market niche.  90 
It is challenging to identify, with certainty, which certifications validate which workforce 91 
competencies and which certifications would be the best choice to confirm or build the strengths of  92 
those individuals serving in various IT security roles.  Resolving these concerns has been the goal of  93 
the T/E Program’s certification-related work.  As a result of  this complexity and uncertainty, in 2006 94 
the T/E Program assembled a working group from academia, the private sector, and the Federal 95 
government to develop a competency-based, functional framework that linked competency areas and 96 
functions to IT security roles fulfilled by personnel regardless of  sector.  The EBK framework 97 
provides the following outcomes: 98 
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 Articulates the functions that professionals within the IT security workforce perform, in a 99 
common format and language that conveys the work, rather than the context in which work 100 
is performed (i.e., private sector, government, higher education); 101 

 Provides a reference against which to compare the content of IT security certifications, 102 
which have been developed independently according to varying criteria;  103 

 Offers one way to further substantiate the wide acceptance of existing certifications so that 104 
they can be leveraged appropriately as credentials; and 105 

 Provides a content guideline that can be used to facilitate cost-effective professional 106 
development of the IT workforce, including skills training, academic curricula, or additional 107 
human resource activities. 108 

1.4 Scope 109 
The IT Security EBK is a resource that can be used by organizations for workforce development and 110 
planning, by certification consumers for personal development, and by other groups as they find it 111 
useful within their programs.  This draft document is not mandated by existing policy and it should 112 
be viewed as a complement to existing, widely-used models for describing IT security processes such 113 
as the National Institute of  Standards and Technology (NIST) or Committee on National Security 114 
Systems (CNSS) guidance on IT security training.  These resources were used, along with other 115 
widely accepted references from the public and private sectors, during the development process and 116 
are reflected within the content of  this document.  The IT Security EBK framework is intended to 117 
conceptualize IT security skill requirements in a new way to address evolving IT security challenges.  118 
DHS-NCSD provides the IT Security EBK as a product for use across the public and private sectors.  119 
It will be revised over time, with input from subject matter experts (SMEs), to ensure it remains a 120 
useful, contemporary resource for the community.  121 

1.5 Methodology 122 

The development of the competency and functional framework was an iterative process involving 123 
close collaboration with SMEs from academia, industry, and government.  Figure 1-1 identifies the 124 
process followed in preparing the Framework and each step is described below, followed by a 125 
description of the IT Security EBK review cycle.  126 
 127 

 128 
Figure 1-1: Competency and Functional Framework Development Process 129 

 130 

Step 1:  Develop Notional Competencies Using DoD Information Assurance Skill Standard 131 
(IASS).  The DoD IASS was a core document used to shape the competency areas and functions 132 
captured in the IT Security Competency and Functional Framework.  The IASS was developed by 133 
the Defense-wide IA Program (DIAP) as part of  the DoD 8570-Workforce Improvement Program.  134 
DHS-NCSD participated in working groups conducted by DoD in a similar effort of  culling public 135 
and private sector resources; DoD’s goal for its own workforce through the IASS is similar to the 136 
national level goal of  the IT Security EBK:  “to define a common language for describing IA work 137 
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and work components, in order to provide commercial certification providers and training vendors 138 
with targeted information to enhance their learning offerings.”  139 
The DoD IASS describes IA work within DoD according to 53 critical work functions (noted as 140 
CWF in Figure 1-1), each of  which contains multiple tasks.  To begin creating a framework for DHS-141 
NCSD, the DoD IASS document was reverse-engineered to arrive at a set of  technical competency 142 
areas to which the 53 critical work functions and tasks aligned.  Each technical competency area was 143 
given a functional statement/definition to clarify the boundaries of  what would be included in each 144 
area. 145 
Step 2:  Identify Functions/CWFs and Map to Competencies.  Once the competencies were 146 
developed, the critical work functions were remapped according to the competency area structure. A 147 
multitude of  IT security documents were then analyzed to identify additional functions associated 148 
with each competency area.  These documents included NIST standards, CNSS role-based training 149 
standards, International Organization for Standardization (ISO) standards, widely-used private sector 150 
models such as Control Objectives for Information and related Technology (COBIT), Systems 151 
Security Engineering (SSE) Capability Maturity Model (CMM), and others.   Data was captured as 152 
functions rather than as job tasks, so that the terminology and procedural specificity of  the sector 153 
from which the data was gathered could be replaced by more general language that would apply to all 154 
sectors.  155 
Step 3:  Identify Key Terms and Concepts per Competency Area.  This step of  development 156 
entailed identifying key terms and concepts that represent the knowledge required of  professionals to 157 
perform the functions within each competency area.   The key terms and concepts from all of  the 158 
competency areas make up the Essential Body of  Knowledge (EBK) for IT security (refer to Section 159 
3) which reflects the set of  terms, topics, and concepts that one should be familiar with to be a 160 
conversant generalist in the IT security field.  The scope of  professional responsibility of  161 
practitioners performing IT security functions varies considerably, and knowledge of  key terms and 162 
concepts is fundamental to performance.  Therefore, individuals should know, at minimum, the key 163 
terms and concepts that are part of  the competencies to which their role is mapped.  In nearly all 164 
cases, each key term or concept was assigned to only one competency.  In some instances, concepts 165 
with wider impact across IT security were included in multiple competencies (e.g., privacy). 166 
Step 4:  Identify Notional IT Security Roles.  After the competencies were adequately populated 167 
with functions based on source document analysis, a set of  notional roles performed by individuals 168 
in the IT security field were identified.  Again, roles were chosen rather than job titles to eliminate 169 
sector-specific language and to succinctly capture the multitude of  IT security positions in a way that 170 
would allow the practitioner to easily identify his or her role.  For example, an IT Security 171 
Compliance Officer is defined as a role, while the applicable job titles might include auditor, 172 
compliance officer, inspector general, or inspector.  173 
Step 5:  Categorize Functions by Perspective (Manage, Design, Implement, or Evaluate).  174 
After roles were identified, the competencies were revisited and the work functions within each 175 
competency were divided into four functional perspectives.  It is important to note that the 176 
perspectives do not convey a lifecycle concept of  task or program execution, as is typical of  a 177 
traditional system development life cycle (SDLC).  The functional perspectives are used to segment 178 
the full set of  functions within a competency area into four categories containing functions of  a 179 
similar nature.  The functional perspectives are defined as follows: 180 

 Manage: Functions that concern overseeing a program or technical aspect of a security 181 
program at a high level and ensuring its currency with changing risk and threat. 182 

 Design: Functions that concern scoping a program or developing procedures and processes 183 
that guide work execution at the program and/or system level.  184 

 Implement: Functions that concern putting programs, processes, or policy into action 185 
within an organization, either at the program or system level.  186 
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 Evaluate: Functions that concern assessing the effectiveness of a program, policy, or 187 
process in achieving its objectives.  188 

Step 6:  Map Roles to Competencies to Functional Perspectives.  The final step in developing 189 
the competency and functional framework was to map roles to appropriate sets of  competencies and 190 
to identify the specific functional perspective that contains the work that the role would perform.  191 
This activity created the IT Security Role, Competency, and Functional Matrix, as illustrated in 192 
Section 5.  A conceptual, visual depiction of  the mapping is shown in Figure 1-2.  When a role is 193 
mapped to a competency, and to a functional perspective within that competency, it means that the 194 
role performs all of  the functions within the perspective.  For example, an IT Security Professional 195 
who develops procedures related to incident management is mapped to a Design function within the 196 
Incident Management competency area and would perform the work within the Design functional 197 
perspective.  198 
The premise behind the mapping and the competency and functional framework is that work 199 
conducted by the IT security workforce is complex, and not all work in a given area is performed by 200 
a single role.  By contrast, the work—from creating the strategy for a component of  the IT security 201 
program, to developing a program’s procedures and scope, to performing hands-on implementation 202 
work, to evaluating the work’s effectiveness—is performed by a team of  individuals with different 203 
responsibilities and spans of  control.  Instead of  all roles being responsible for knowing all areas of  204 
IT security and being able to perform all job tasks, individual roles are associated with a subset of  205 
competencies to represent the work performed as part of  the IT security team.  The type of  work 206 
performed is resolved through the four functional perspectives by role across a series of  technical 207 
competency areas.  It is these functions that an individual should be evaluated on if  a role-based 208 
certification truly measures the ability of  a given individual to perform.  209 
 210 

 211 
Figure 1-2: Roles to Competencies to Functions Mapping Diagram 212 

 213 
Review Cycle.  The conceptual framework was shared with focus groups comprised of  SMEs 214 
representing the private sector, government, and academia.  The focus groups analyzed the 215 
framework to ensure that the competencies, key terms and concepts, and the roles were complete 216 
and fully incorporated all aspects of  the IT security discipline.  Feedback was incorporated into a 217 
draft framework, which was then presented to another larger working group.  The working group, 218 
which included both IT security generalists and SMEs representing specific roles, reviewed the 219 
functional perspectives for each competency and role mapping.  This information was compiled to 220 
create the first draft in December 2006. 221 
DHS-NCSD introduced the first draft to a broader audience of  SMEs in January 2007, including 222 
members of  the Federal training and education community.  This activity was followed by a series of  223 
supplementary role-based focus groups to ensure that the respective competencies and functional 224 
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perspectives fully represent the specific role types.  A broader review process will continue through 225 
Fall 2007, leveraging professional associations, industry conferences, sector-specific organizations, 226 
and the Federal Register for public review and comment.  DHS-NCSD will then aggregate the 227 
additional input into the IT Security EBK and a final product is expected to be released in Winter 228 
2008.  The IT Security EBK:  A Competency and Functional Framework for IT Security Workforce 229 
Development will then be reevaluated to ensure relevancy and timeliness approximately every two 230 
years. 231 

1.6 Organization  232 

The remaining sections of this document are organized as follows: 233 

 Section 2:  IT Security Competency Areas.  This section contains the fourteen competency 234 
areas, along with their functional statements/definitions and all work functions categorized by 235 
four functional perspectives as Manage, Design, Implement, or Evaluate. 236 

 Section 3:  The IT Security Essential Body of Knowledge.  This section contains a full, 237 
consolidated list of the terms and concepts associated with each IT security competency area.  238 
Key Terms and Concepts identify the knowledge that professionals should know to be 239 
conversant in the field of IT Security and to perform required work functions. 240 

 Section 4:  IT Security Roles, Competencies and Functional Perspectives.  This section 241 
includes a listing of the ten roles that characterize the IT security field, as well as the related 242 
functional perspectives and competencies.  Sample job titles are identified for each role to clarify 243 
which job titles align with which role and to allow the individual consumer to identify where his 244 
or her role may fit within the framework.  245 

 Section 5:  IT Security Role, Competency, and Functional Matrix.  This section contains a 246 
visual depiction of the relationship between roles, competencies, and functions clarifying the 247 
competencies and perspectives associated with each role. 248 

 Appendix:  List of Acronyms.  This section lists and defines all of the acronyms contained in 249 
the IT Security EBK. 250 

 251 



 IT Security EBK: A Competency and Functional Framework for IT Security Workforce Development 
 Section 2. Information Technology Security Competency Areas 
 

October 2007 - Final Draft v1.1  7 

 252 
2 IT Security Competency Areas (Definitions and Functions) 253 

This section contains the fourteen competency areas, along with their affiliated functional 254 
statements/definitions and all work functions categorized as Manage, Design, Implement, or 255 
Evaluate. 256 

2.1 Data Security 257 
Refers to the application of  the principles, policies, and procedures necessary to ensure the 258 
confidentiality, integrity, availability, and privacy of  data in all forms of  media (electronic and 259 
hardcopy) throughout the data life cycle. 260 

2.1.1 Manage 261 

 Ensure that security classification and data management policies and guidance are issued and 262 
updated 263 

 Specify policy and coordinate review and approval 264 

 Report compliance to data security policies 265 

 Provide oversight  266 

 Implement appropriate changes and improvement actions as required 267 

2.1.2 Design 268 

 Develop the data security policy using data security standards, guidelines, and requirements 269 
that include privacy, access, incident management, disaster recovery, and configuration 270 

 Identify and document the appropriate level of protection for the data 271 

 Specify information classification, sensitivity, and need-to-know requirements by data or data 272 
type 273 

 Create data user authentication and authorization system data access levels and privileges 274 

 Develop acceptable use procedures in support of the data security policy 275 

 Develop sensitive data collection and management procedures in accordance with standards, 276 
procedures, directives, policies, regulations, and laws 277 

 Identify appropriate set of information security controls based on perceived risk of 278 
compromise to the data 279 

2.1.3 Implement 280 

 Perform the data access management process according to established guidelines 281 

 Apply and maintain data security controls and processes in accordance with data security 282 
policy, guidelines, and requirements 283 

 Apply media controls and processes 284 

 Apply and verify data security access controls and privileges 285 

 Address alleged violations of data security and privacy breaches 286 
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 Apply and maintain privacy controls in accordance with privacy guidance in accordance with 287 
standards, procedures, directives, policy, regulations, and laws 288 

2.1.4 Evaluate 289 

 Assess the effectiveness of the enterprise data security policies, processes, and procedures 290 
against established standards, guidelines, and requirements and suggest changes where 291 
appropriate 292 

 Evaluate the effectiveness of products and technologies implemented to provide the 293 
required protection of data 294 

 Review alleged violations of data security and privacy breaches 295 

 Identify improvement actions required to maintain appropriate level of data protection 296 

2.2 Digital Forensics 297 
Refers to the knowledge and understanding of  digital investigation and analysis techniques used for 298 
recovering, authenticating, and analyzing electronic data to reconstruct events related to security 299 
incidents. Such activities require building a digital knowledge base.  The investigative process is 300 
composed of  three phases: acquire, analyze, and report. 301 

2.2.1 Manage 302 

 Acquire the necessary contractual vehicle and resources, including financial resources, to run 303 
forensic labs and programs 304 

 Coordinate and build internal and external consensus for developing and managing an 305 
organizational digital forensic program 306 

 Establish a digital forensic team, usually composed of investigators, IT professionals, and 307 
incident handlers, to perform digital and network forensics 308 

 Provide adequate work spaces that at a minimum take in to account electrical, thermal, 309 
acoustic, and privacy concerns (i.e., intellectual properties, classification, contraband) and 310 
security requirements (including access control) of equipment and personnel as well as  311 
provide adequate report writing/administrative areas 312 

 Implement appropriate changes and improvement actions as required 313 

2.2.2 Design 314 

 Create policies and procedures for establishing and/or operating a digital forensic unit in 315 
accordance with standards, procedures, directives, policy, regulations, and law 316 

 Establish policies for the imaging (bit for bit copying) of electronic media 317 

 Specify hardware and software requirements to support the digital forensic program 318 

 Establish the hardware and software requirements (configuration management) of the 319 
forensic laboratory 320 

 Develop policies for the preservation of electronic evidence, data recovery and analysis, 321 
reporting and archival requirements of examined material in accordance with standards, 322 
procedures, directives, policy, regulations, and laws 323 



 IT Security EBK: A Competency and Functional Framework for IT Security Workforce Development 
 Section 2. Information Technology Security Competency Areas 
 

October 2007 - Final Draft v1.1  9 

 Consider establishing examiner requirements that include an ongoing mentorship program, 324 
competency testing prior to assuming individual case responsibilities, periodic proficiency 325 
testing, and participation in a nationally recognized certification program that encompasses a 326 
continuing education requirement 327 

 Adopt or create a chain of custody procedures that include disposal procedures and when 328 
required, the return of media to its original owner in accordance with standards, procedures, 329 
directives, policy, regulations, and law 330 

2.2.3 Implement 331 

 Assist in collecting and preserving evidence in accordance with established procedures, 332 
plans, policies, and best practices 333 

 Perform forensic analysis on networks and computer systems and make recommendations 334 
for remediation 335 

 Apply, maintain, and analyze results from intrusion detection systems, intrusion prevention 336 
systems, network mapping software, and other tools to protect, detect, and correct 337 
information security-related vulnerabilities and events 338 

 Follow proper chain-of-custody best practices in accordance with standards, procedures, 339 
directives, policy, regulations, and law 340 

 Collect and retain audit data to support technical analysis relating to misuse, penetration 341 
reconstruction, or other investigations 342 

 Provide audit data to appropriate law enforcement or other investigating agencies to include 343 
corporate security elements 344 

 Assess and extract the relevant pieces of information from the collected data 345 

 Report complete and accurate findings and the result of analysis of digital evidence to 346 
appropriate resources 347 

 Coordinate dissemination of forensic analysis findings to appropriate resources 348 

 Provide training, as appropriate, on using forensic analysis equipment, technologies, and 349 
procedures, such as the installation of forensic hardware and software components 350 

 Acquire and manage a Standard Operating Environment (SOE) (baseline standard) of  351 
company or agency computer footprint 352 

 Coordinate applicable legal and regulatory compliance requirements 353 

 Coordinate, interface and work under the direction of appropriate corporate entities (e.g., 354 
corporate legal, corporate investigations) with regard to investigations or other legal 355 
requirements, including investigations that involve external governmental entities (e.g., 356 
international, national, state, local) 357 

2.2.4 Evaluate 358 

 Ensure the effectiveness and accuracy of forensic tools used by digital forensic examiners 359 
and implement changes as required 360 

 Assess the effectiveness, accuracy and appropriateness of testing processes and procedures 361 
that are followed by the forensic laboratories and teams and suggest changes where 362 
appropriate 363 
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 Assess the digital forensic staff to ensure that they have the appropriate knowledge, skills, 364 
and abilities to perform forensic activities 365 

 Validate the effectiveness of the analysis and reporting process and implement changes 366 
where appropriate 367 

 Review and recommend standard validated forensic tools 368 

 Assess the digital forensic laboratory quality assurance program, monitor, peer review 369 
process, audit and proficiency testing procedures and implement changes where appropriate 370 

 Examine penetration testing and vulnerability analysis results to identify risks and implement 371 
patch management 372 

 Identify improvement actions based on the results of validation, assessment, and review 373 

2.3 Enterprise Continuity 374 
Refers to the application of  the principles, policies, and procedures used to ensure an enterprise 375 
continues to perform essential business functions after the occurrence of  a wide range of  potential 376 
catastrophic events.  For the purposes of  the IT Security EBK, Enterprise Continuity relates to IT 377 
assets and resources and associated IT security requirements.   378 

2.3.1 Manage 379 

 Coordinate with corporate stakeholders to establish the enterprise continuity of operations 380 
program 381 

 Acquire the necessary resources, including financial resources, to conduct an effective 382 
enterprise continuity of operations program 383 

 Define the enterprise continuity of operations organizational structure and staffing model  384 

 Define emergency delegations of authority and orders of succession for key positions 385 

 Direct contingency planning, operations, and programs to manage risk 386 

 Define the scope of the enterprise continuity of operations program to address business 387 
continuity, business recovery, contingency planning, and disaster recovery and related 388 
activities 389 

 Integrate enterprise concept of operations activities with related contingency planning 390 
activities 391 

 Establish an enterprise continuity of operations performance measurement program  392 

 Identify and prioritize critical business functions 393 

 Implement appropriate changes and improvement actions as required 394 

2.3.2 Design 395 

 Develop strategic policy for the organization’s continuity of operations 396 

 Develop an enterprise continuity of operations plan and procedures 397 

 Develop and maintain enterprise continuity of operations documentation such as 398 
contingency, business continuity, business recovery, disaster recovery, and incident handling 399 
plans 400 
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 Develop a comprehensive test, training, and exercise program to evaluate and validate the 401 
readiness of enterprise continuity of operations plans, procedures, and execution 402 

 Prepare internal and external continuity of operations communications procedures and 403 
guideline 404 

2.3.3 Implement 405 

 Execute the enterprise continuity of operations and related contingency plans and 406 
procedures 407 

 Control access to information assets during an incident in accordance with the 408 
organizational policy 409 

 Execute crisis management tests, training, and exercises and apply lessons learned from them 410 

2.3.4 Evaluate 411 

 Review test, training and exercise results to determine areas for process improvement and 412 
recommend changes as appropriate 413 

 Assess the effectiveness of the enterprise continuity program, processes, and procedures and 414 
implement changes where appropriate 415 

 Continuously validate the organization against additional mandates, as developed, to ensure 416 
full compliance 417 

 Collect and report performance measures and identify improvement actions 418 

2.4 Incident Management 419 
Refers to the knowledge and understanding of  the process to prepare and prevent, detect, contain, 420 
eradicate, and recover, and apply lessons learned from incidents impacting the mission of  an 421 
organization. 422 

2.4.1 Manage 423 

 Coordinate with stakeholders to establish the incident management program 424 

 Establish relationships between the incident response team and other groups, both internal 425 
(e.g., legal department) and external (e.g., law enforcement agencies, vendors, and public 426 
relations Professionals)  427 

 Acquire and manage the resources, including financial resources, for the incident 428 
management functions 429 

 Ensure the coordination between the incident response team and the security administration 430 
and technical support teams 431 

 Apply lessons learned from information security incidents to improve incident management 432 
processes and procedures 433 

 Implement appropriate changes and improvement actions as required 434 

2.4.2 Design 435 

 Develop the incident management policy  436 

 Identify the services the incident response team should provide 437 



 IT Security EBK: A Competency and Functional Framework for IT Security Workforce Development 
 Section 2. Information Technology Security Competency Areas 
 

October 2007 - Final Draft v1.1  12 

 Create incident response plans in accordance with security policy and organizational goals 438 

 Develop procedures for performing incident handling and reporting 439 

 Create incident response exercises and red teaming activities 440 

 Develop specific processes for collecting and protecting forensic evidence during incident 441 
response 442 

 Specify the incident response staffing and training requirements 443 

 Establish incident management measurement program 444 

2.4.3 Implement 445 

 Apply response actions in reaction to security incidents in accordance with established 446 
policy, plans, and procedures 447 

 Respond to and report incidents 448 

 Assist in collecting, processing, and preserving evidence according to standards, procedures, 449 
directives, policy, regulations, and law 450 

 Monitor the network and information systems for intrusions 451 

 Execute incident response plans 452 

 Execute red teaming activities and incidence response exercises 453 

 Ensure lessons learned from incidents are collected in a timely manner and are incorporated 454 
into plan reviews 455 

 Collect, analyze, and report incident management measures 456 

2.4.4 Evaluate 457 

 Assess the efficiency and effectiveness of the incident response program activities and 458 
implement changes as required 459 

 Examine the effectiveness of red teaming and incident response tests, training, and exercises 460 

 Assess the effectiveness of communications between incident response team and related 461 
internal and external organizations and implement changes where appropriate 462 

 Identify incident management improvement actions based on assessments of effectiveness 463 

2.5 IT Security Training and Awareness 464 
Refers to the principles, practices, and methods required to raise employee awareness about basic 465 
information security, and to train individuals with information security roles to increase their 466 
knowledge, skills and abilities. Training activities are designed to instruct workers about their security 467 
responsibilities and teach them about information security processes and procedures so duties are 468 
performed optimally and securely within related environments. Awareness activities present essential 469 
information security concepts to the workforce in order to change user behavior.  470 

2.5.1 Manage 471 

 Identify business requirements and establish the enterprise-wide policy for the IT security 472 
awareness and training program   473 
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 Acquire and manage the necessary resources, including financial resources, to support the IT 474 
awareness and training program 475 

 Set operational performance measures for training and delivery and ensure that they are met 476 

 Ensure the organization complies with IT security awareness and training 477 
standards/requirements 478 

 Implement appropriate improvement actions as required 479 

2.5.2 Design 480 

 Develop the security awareness and training policy  481 

 Define the goals and objectives of the IT security awareness and training program 482 

 Work with appropriate security subject-matter experts to ensure the completeness and 483 
accuracy of the security training program 484 

 Establish a tracking and reporting strategy for IT security training and awareness  485 

 Establish a change management process to ensure currency and accuracy of training and 486 
awareness materials 487 

 Develop a workforce development, training, and awareness program plan  488 

2.5.3 Implement 489 

 Perform needs assessment to determine skill gaps and identify critical needs based on 490 
mission requirements 491 

 Develop new or identify existing awareness and training materials that are appropriate and 492 
timely for the intended audiences 493 

 Deliver awareness and training to the intended audiences based on identified needs 494 

 Update awareness and training materials when necessary 495 

 Communicate the management commitment and importance of the IT security awareness 496 
and training program to the workforce 497 

2.5.4 Evaluate 498 

 Assess and evaluate the IT security awareness and training program for compliance with 499 
corporate policy and measure performance of the program against objectives  500 

 Review the IT security awareness and training program materials and recommend 501 
improvements 502 

 Audit the awareness and training program to ensure that it meets the organization’s 503 
stakeholder needs 504 

 Ensure that information security personnel are receiving the appropriate level and type of 505 
training 506 

 Collect, analyze, and report performance measures 507 
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2.6 IT Systems Operations and Maintenance 508 
Refers to the ongoing application of  principles, policies, and procedures to maintain, monitor, 509 
control, and protect IT infrastructure and the information residing on it during the operations phase 510 
of  an IT system or application in production. 511 

2.6.1 Manage 512 

 Establish the security administration program goals and objectives 513 

 Monitor the security administration program budget 514 

 Direct the security administration personnel 515 

 Address security administration program risks 516 

 Define the scope of the security administration program 517 

 Establish communications between the security administration team and other security-518 
related personnel (e.g., technical support, incident management) 519 

 Integrate the security administration team activities with other security-related team activities 520 
(e.g., technical support, incident management, security engineering) 521 

 Acquire the necessary resources, including financial resources, to execute the security 522 
administration program 523 

 Ensure operational compliance with applicable legislation, regulations, standards, and 524 
policies 525 

 Implement appropriate improvement actions, as required 526 

2.6.2 Design 527 

 Develop security administration processes and procedures in accordance with standards, 528 
procedures, directives, policy, regulations, and laws 529 

 Develop personnel, application, middleware, operating system, hardware, network, facility, 530 
and egress security controls 531 

 Develop security administration tests, test scripts, test criteria, and testing procedures 532 

 Develop security administration change management procedures to ensure security policies 533 
and controls remain effective following a change 534 

 Recommend appropriate forensics sensitive policies into the enterprise security plan 535 

2.6.3 Implement 536 

 Perform security administration processes and procedures in accordance with standards, 537 
procedures, directives, policy, regulations, and law 538 

 Establish a secure computing environment by applying, monitoring, controlling, and 539 
managing security controls 540 

 Ensure that information systems are assessed regularly for vulnerabilities and that 541 
appropriate solutions to eliminate or otherwise mitigate identified vulnerabilities are 542 
implemented 543 

 Monitor IT security performance measures to ensure optimal system performance 544 
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 Perform security performance testing and reporting and recommend security solutions in 545 
accordance with standards, procedures, directives, policy, regulations, and law 546 

 Perform security administration changes and validation testing 547 

 Identify, control, and track all IT security configuration items 548 

 Collaborate with the technical support, incident management, and security engineering teams 549 
to develop, implement, control, and manage new security administration technologies 550 

 Monitor vendor agreements and Service Level Agreement’s (SLA) to ensure that contract 551 
and performance measures are achieved 552 

 Establish and maintain controls and surveillance routines to monitor and control 553 
conformance to all applicable information security laws and regulations 554 

2.6.4 Evaluate 555 

 Review strategic security technologies 556 

 Review the performance and correctness of applied security controls in accordance with 557 
standards, procedures, directives, policy, regulations, and law and apply corrections as 558 
required 559 

 Assess the performance of security administration measurement technologies  560 

 Assess system and network vulnerabilities 561 

 Assess compliance with standards, procedures, directives, policy, regulations, and law 562 

 Identify improvement actions based on reviews, assessments, and other data sources 563 

2.7 Network Security and Telecommunications 564 
Refers to the application of  the principles, policies, and procedures involved in ensuring the security 565 
of  basic network services and data and in maintaining the hardware layer on which it resides.  These 566 
practices address perimeter defense strategies, defense-in-depth strategies, and data encryption 567 
techniques. 568 

2.7.1 Manage 569 

 Establish a network security and telecommunications program in line with enterprise policy 570 
and security goals 571 

 Manage the necessary resources, including financial resources, to establish and maintain an 572 
effective network security and telecommunications program  573 

 Direct network security and telecommunications personnel 574 

 Define the scope of the network security and telecommunications program 575 

 Establish communications between the network security and telecommunications team and 576 
related security teams (e.g., technical support, security administration, incident response) 577 

 Integrate network security and telecommunications program activities with technical 578 
support, security administration, and incident response activities 579 

 Establish a network security and telecommunications performance measurement program 580 
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 Ensure enterprise compliance with applicable network-based standards, procedures, 581 
directives, policies, regulations, and laws 582 

 Ensure that network-based audits and management reviews are conducted to implement 583 
process improvement  584 

 Implement appropriate improvement actions, as required 585 

2.7.2 Design 586 

 Develop network and host-based security policies in accordance with standards, procedures, 587 
directives, policies, regulations, and laws 588 

 Specify strategic security plans for network telecommunications in accordance with 589 
established policy to meet organizational security goals 590 

 Develop network security and telecommunications operations and maintenance standard 591 
operating procedures  592 

 Develop network security test plans and procedures in accordance with standards, 593 
procedures, directives, policies, regulations, and laws 594 

 Generate network security performance reports 595 

 Develop network security and telecommunication audit processes and procedures 596 

2.7.3 Implement 597 

 Prevent and detect intrusions and protect against viruses 598 

 Perform audit tracking and reporting 599 

 Create, develop, apply, control, and manage effective network domain security controls in 600 
accordance with enterprise, network, and host-based policies 601 

 Test strategic network security technologies for effectiveness; incorporate controls that 602 
ensure compliance with the enterprise, network and host-based security policies 603 

 Monitor and assess network security threats and issues 604 

 Gather technical data and monitor and assess network vulnerabilities 605 

 Correct network security vulnerabilities in response to problems identified in vulnerability 606 
reports 607 

 Provide real-time network intrusion response 608 

 Determine whether or not antivirus systems are in place and operating correctly  609 

 Ensure that messages are confidential and free from tampering and repudiation  610 

 Defend network communications from tampering and/or eavesdropping 611 

2.7.4 Evaluate 612 

 Perform a network security evaluation, calculate risks to the enterprise, and recommend 613 
remediation activities 614 

 Ensure that appropriate solutions to eliminate or otherwise mitigate identified vulnerabilities 615 
are implemented effectively 616 
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 Arrange independent verification and validation of the network to assess full satisfaction of 617 
functional requirements 618 

 Compile data into measures for analysis and reporting 619 

2.8 Personnel Security 620 
Refers to methods and controls used to ensure that an organization’s selection and application of  621 
human resources (both employee and contractor) are controlled to promote security. Personnel 622 
security controls are used to prevent and detect employee-caused security breaches such as theft, 623 
fraud, misuse of  information, and noncompliance. The controls include organization/functional 624 
design elements such as separation of  duties, job rotation, and determining position sensitivity.  625 

2.8.1 Manage 626 

 Coordinate with IT security, physical security, operations security, and other organizational 627 
managers to ensure a coherent, coordinated approach to security across the organization 628 

 Acquire and manage the necessary resources, including financial resources, to manage and 629 
maintain the personnel security program 630 

 Establish objectives for the personnel security program relative to the overall security goals 631 
for the enterprise 632 

 Ensure compliance through periodic audits of methods and controls 633 

 Ensure personnel security is a component of enterprise continuity of operations 634 

 Direct the ongoing operations of the personnel security program 635 

 Implement appropriate improvement actions, as required 636 

2.8.2 Design 637 

 Establish personnel security processes and procedures for individual job roles  638 

 Establish procedures to coordinate with other organizations to ensure common processes 639 
are aligned 640 

 Establish personnel security standards to which external suppliers (e.g., vendors, contractors) 641 
must conform 642 

2.8.3 Implement 643 

 Coordinate within the personnel security office or with Human Resources to ensure that 644 
position sensitivity is established prior to the interview process and that appropriate 645 
background screening and suitability requirements are identified for each position  646 

 Coordinate within the personnel security office or with Human Resources to ensure 647 
background investigations are processed based on the level of trust and position sensitivity 648 

 Review, analyze, and adjudicate reports of investigations, personnel files, and other records 649 
to determine whether to grant, deny, revoke, suspend, or restrict clearances consistent with 650 
national security and/or suitability issues 651 

 Coordinate with physical security and IT security operations personnel to ensure that 652 
employee access to physical facilities, media, and IT systems and networks is modified or 653 
terminated upon reassignment, change of duties, resignation, or termination 654 
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 Exercise oversight of personnel security program appeals procedures to verify that the rights 655 
of individuals are being protected according to law  656 

 Periodically review the personnel security program for compliance with standards, 657 
procedures, directives, policy, regulations, and law 658 

2.8.4 Evaluate 659 

 Review the effectiveness of the personnel security program and recommend changes that 660 
will improve internal practices and/or security organization-wide 661 

 Assess the relationships between personnel security procedures and organization-wide 662 
security needs and make recommendations for improvement 663 

 Periodically assess the personnel security program for compliance with standards, 664 
procedures, directives, policies, regulations, and laws 665 

2.9 Physical and Environmental Security 666 
Refers to the methods and controls used to proactively protect an organization from natural or 667 
manmade threats to physical facilities and buildings, as well as to the physical locations where IT 668 
equipment is located or work is performed (e.g., computer rooms, work locations).  Physical and 669 
environmental security protects an organization’s personnel, electronic equipment, and information.  670 

2.9.1 Manage 671 

 Coordinate with personnel managing IT security, personnel security, operations security, and 672 
other security program areas to provide an integrated and coherent security effort 673 

 Acquire the necessary resources, including financial resources, to support an effective 674 
physical security program 675 

 Establish a physical security performance measurement system  676 

 Establish a program to determine the value of physical assets and their impact if unavailable 677 

 Implement appropriate improvement recommendations, as required 678 

2.9.2 Design 679 

 Identify the physical security program requirements and specifications in relationship to the 680 
enterprise security goals 681 

 Develop the policies and procedures for identifying and mitigating physical and 682 
environmental threats to information assets, personnel, facilities, and equipment 683 

 Develop a physical security and environmental security plan, including security test plans and 684 
contingency plans, in coordination with other security planning functions 685 

 Develop countermeasures against identified risks and vulnerabilities 686 

 Develop criteria for inclusion in the acquisition of facilities, equipment, and services that 687 
impact physical security 688 

2.9.3 Implement 689 

 Apply physical and environmental controls in support of the physical security plan 690 
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 Control access to information assets in accordance with standards, procedures, directives, 691 
policy, regulations, and law 692 

 Integrate physical security concepts into test plans, procedures, and exercises 693 

 Conduct threat and vulnerability assessments to identify physical and environmental risks 694 
and vulnerabilities then update the applicable controls as necessary 695 

 Review construction projects to ensure that appropriate physical security and protective 696 
design features are incorporated into the design 697 

2.9.4 Evaluate 698 

 Assess and evaluate the overall effectiveness of the physical and environmental security 699 
policy and controls and make recommendations for improvement  700 

 Review incident data and make process improvement recommendations 701 

 Assess the effectiveness of physical and environmental security control testing 702 

 Evaluate acquisitions that have physical security implications and report findings to 703 
management 704 

 Compile, analyze, and report performance measures 705 

2.10 Procurement 706 
Refers to the application of  principles, policies, and procedures required to plan, apply, and evaluate 707 
the purchase of  IT products or services, including "risk-based" pre-solicitation, solicitation, source 708 
selection, award, and monitoring, disposal, and other post-award activities.  Procurement activities 709 
may consist of  the development of  procurement and contract administration documents that 710 
include, but are not limited to, procurement plans, estimates, requests for information, requests for 711 
quotes, requests for proposals, statements of  work, contracts, cost-benefit analyses, evaluation factors 712 
for award, source selection plans, incentive plans, service level agreements, justifications required by 713 
policies or procedures, and contract administration plans. 714 

2.10.1 Manage 715 

 Collaborate with various stakeholders (which may include internal client, lawyers, Chief 716 
Information Officer (CIO), Chief Information Security Officer, IT Security Professional, 717 
Privacy Professional, Security Engineer, suppliers, and many others) on the procurement of 718 
IT security products and services 719 

 Ensure the inclusion of risk-based IT security requirements in acquisition plans, cost 720 
estimates, statements of work, contracts, and evaluation factors for award, service level 721 
agreements, and other pertinent procurement documents 722 

 Ensure that suppliers understand the importance of IT security 723 

 Conduct detailed IT investment reviews and security analyses and review IT investment 724 
business cases for security requirements 725 

 Ensure that organization’s IT contracts do not violate laws and regulations, and require 726 
compliance with standards when applicable 727 

 Specify policies for the use of third party information by vendors/partners and connection 728 
requirements and acceptable use policies for vendors that connect to networks 729 
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 Implement appropriate improvement recommendations, if required 730 

2.10.2 Design 731 

 Develop contracting language that mandates the incorporation of IT security requirements 732 
in information services, IT integration services, IT products, and information security 733 
product purchases 734 

 Develop contract administration policies that direct the evaluation and acceptance of 735 
delivered IT security products and services under a contract, as well as the security 736 
evaluation of IT and software being procured 737 

 Develop measures and reporting standards to measure and report on key objectives in 738 
procurements aligned with IT security policies and procedures 739 

 Develop a vendor management policy and associated program that implements policy with 740 
regard to use of third party information and connection requirement and acceptable use 741 
policies for vendors who connect to corporate networks.  Include due diligence activities to 742 
ensure that vendors are operationally and technically competent to receive third party 743 
information and to connect and communicate with corporate networks 744 

2.10.3 Implement 745 

 Include IT security considerations as directed by policies and procedures in procurement 746 
and acquisition activities 747 

 Negotiate final deals (e.g., contracts, contract changes, grants, agreements) that include IT 748 
security requirements that minimize risk to the organization 749 

 Ensure that physical security concerns are integrated into the acquisition strategies 750 

 Maintain ongoing and effective communications with suppliers and providers 751 

 Perform compliance reviews of delivered products and services to assess the delivery of IT 752 
requirements against stated contract requirements and measures 753 

2.10.4 Evaluate 754 

 Review contracting documents, such as statements of work or requests for proposals, for 755 
inclusion of IT security considerations in accordance with information security requirements, 756 
policies, and procedures 757 

 Assess industry landscape for applicable IT security trends, including practices for mitigating 758 
security risks associated with global supply chain management 759 

 Review Memorandum of Agreements, Memorandum of Understandings and/or Service 760 
Level Agreements for agreed level of IT security responsibility 761 

 Conduct detailed IT investment reviews and security analyses and review IT investment 762 
business cases for security requirements 763 

 Assess and evaluate the effectiveness of the vendor management program in complying with 764 
corporate policy with regard to use of third party information and connection requirement 765 
and acceptable use policies for vendors who connect to corporate networks 766 

 Conduct due diligence activities to ensure that vendors are operationally and technically 767 
competent to receive third party information, to connect and communicate with networks, 768 
and to deliver and support secure applications 769 



 IT Security EBK: A Competency and Functional Framework for IT Security Workforce Development 
 Section 2. Information Technology Security Competency Areas 
 

October 2007 - Final Draft v1.1  21 

 Evaluate effectiveness of procurement function at addressing information security 770 
requirements through procurement activities and recommend improvements 771 

2.11 Regulatory and Standards Compliance 772 
Refers to the application of  the principles, policies, and procedures that enable an enterprise to meet 773 
applicable information security laws, regulations, standards, and policies to satisfy statutory 774 
requirements, perform industry-wide best practices, and achieve its information security program 775 
goals. 776 

2.11.1 Manage 777 

 Establish and administer a risk-based enterprise information security program that addresses 778 
applicable standards, procedures, directives, policies, regulations and laws 779 

 Define the scope of the enterprise information security compliance program 780 

 Maintain the information security enterprise compliance program budget 781 

 Organize and direct a staff that is responsible for information security compliance, licensing 782 
and registration, and data security surveillance 783 

 Ensure that all employees are informed of their obligations and are motivated to comply 784 
with the applicable information security standards, procedures, directives, policies, 785 
regulations, and laws 786 

 Identify major enterprise risk factors (product, compliance, and operational) and develop 787 
and coordinate the application of information security strategies, plans, policies, and 788 
procedures to reduce regulatory risk 789 

 Maintain relationships with all regulatory information security organizations and appropriate 790 
industry groups, forums, stakeholders and organizations 791 

 Keep informed on pending information security changes, trends, and best practices by 792 
participating in collaborative settings 793 

 Secure the resources necessary to support an effective information security enterprise 794 
compliance program  795 

 Establish an enterprise information security compliance performance measures program 796 

 Implement appropriate improvements, as required 797 

2.11.2 Design 798 

 Develop enterprise information security compliance strategies, policies, plans, and 799 
procedures in accordance with established standards, procedures, directives, policies, 800 
regulations, and laws 801 

 Specify enterprise information security compliance program control requirements 802 

 Author information security compliance performance reports 803 

 Document information security audit results and develop remedial action policies and 804 
procedures 805 

 Develop a plan of action and associated mitigation strategies to address program deficiencies  806 
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 Document compliance reporting process in a manner that produces evidence that process 807 
exists 808 

2.11.3 Implement 809 

 Monitor and assess the information security compliance practices of all personnel in 810 
accordance with enterprise policies and procedures 811 

 Maintain ongoing and effective communications with key compliance stakeholders 812 

 Conduct internal audits to determine if information security control objectives, controls, 813 
processes, and procedures are effectively applied and maintained, and perform as expected 814 

2.11.4 Evaluate 815 

 Assess the effectiveness of enterprise compliance program controls against the applicable 816 
laws, regulations, standards, policies, and procedures 817 

 Assess the effectiveness of the information security compliance process and procedures for 818 
process improvement and implement changes where appropriate 819 

 Compile, analyze, and report performance measures 820 

2.12 Risk Management 821 
Refers to the policies, processes, procedures, and technologies used by an organization to create a 822 
balanced approach to identifying and assessing risks to information assets and to manage mitigation 823 
strategies that achieve the security needed at an affordable cost. 824 

2.12.1 Manage 825 

 Establish a IT security risk management program based on the enterprise business goals and 826 
objectives 827 

 Advise senior management during the decision making process by helping them understand 828 
and evaluate the impact of IT security risks on business goals, objectives, plans, programs 829 
and actions 830 

 Acquire and manage the resources, including financial resources, necessary to conduct an 831 
effective risk management program 832 

 Authorize operations to acknowledge acceptance of residual risk 833 

 Implement appropriate improvement recommendations, as required 834 

2.12.2 Design 835 

 Specify risk-based information security requirements and a security concept of operations 836 

 Develop the policies, processes and procedures for identifying, assessing, and mitigating 837 
risks to information assets, personnel, facilities, and equipment 838 

 Develop processes and procedures for determining the costs and benefits of risk mitigation 839 
strategies 840 

 Develop the procedures for documenting the decision to apply mitigation strategies or 841 
acceptance of risk  842 
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 Develop and maintain risk-based security policies, plans, and procedures based on security 843 
requirements and in accordance with standards, procedures, directives, policy, regulation, 844 
and law 845 

2.12.3 Implement 846 

 Apply controls in support of the risk management program 847 

 Provide input to policies, plans, procedures, and technologies to balance the level of risk 848 
associated with the benefits provided by mitigating controls  849 

 Implement threat and vulnerability assessments to identify security risks and update the 850 
applicable security controls regularly 851 

 Identify risk/functionality tradeoffs and work with stakeholders to ensure risk management 852 
implementation is consistent with desired organization’s risk posture 853 

2.12.4 Evaluate 854 

 Assess the effectiveness of the risk management program and implement changes where 855 
required 856 

 Review the performance of and provide recommendations for risk management (security 857 
controls, policies/procedures that make up risk management program) tools and techniques 858 

 Assess the residual risk in the information infrastructure used by the organization 859 

 Assess the results of threat and vulnerability assessments to identify security risks and update 860 
the applicable security controls regularly 861 

 Identify changes to risk management policies and processes to remain current with emerging 862 
risk and threat environment 863 

2.13 Strategic Management 864 
Refers to the principles, practices, and methods involved in making managerial decisions and actions 865 
that determine the long-term performance of  an organization. Strategic management requires the 866 
practice of  external business analyses such as customer analyses, competitor analyses, market 867 
analyses, and industry environmental analyses. Strategic management also requires the performance 868 
of  internal business analyses that address financial performance, performance measurement, quality 869 
assurance, risk management, and organizational capabilities and constraints. The goal of  these 870 
analyses is to ensure that an organization’s IT security principles, practices and system design are in 871 
line with the organization’s mission statement. 872 

2.13.1 Manage 873 
 Establish an IT security program to provide security for all systems, networks, and data that 874 

support the operations and business/mission needs of the organization 875 
 Integrate and align IT security, physical security, personnel security, and other security 876 

components into a systematic process to ensure information protection goals and objectives 877 
are reached 878 

 Align IT security priorities with the organization’s mission and vision and communicate the 879 
value of IT security within the organization 880 

 Acquire the necessary resources, including financial resources, to support IT security goals 881 
and objectives and reduce overall organizational risk 882 
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 Establish overall enterprise security architecture (EA) by aligning business processes, IT 883 
software and hardware, local and wide area networks, people, operations, and projects with 884 
the organization’s overall security strategy  885 

 Acquire and manage the necessary resources, including financial resources, for instituting the 886 
security policy elements in the operational environment 887 

 Establish the organizational goals that are in accordance with standards, procedures, 888 
directives, policies, regulations and laws 889 

 Balance the IT security investment portfolio based on EA considerations and enterprise 890 
security priorities 891 

2.13.2 Design 892 

 Establish a performance management program that will measure the efficiency, 893 
effectiveness, and maturity of the IT security program in support of the business/mission 894 
needs of the organization 895 

 Develop IT security program components and associated strategy to support organization’s 896 
IT security program  897 

 Develop information security management strategic plans 898 

 Integrate applicable laws and regulations into the enterprise information security strategy, 899 
plans, policies, and procedures 900 

2.13.3 Implement 901 

 Provide feedback to management on the effectiveness and performance of security strategic 902 
plans in accomplishing business/mission needs  903 

 Perform internal and external enterprise analyses to ensure the organization’s IT security 904 
principles and practices are in line with the organizational mission 905 

 Integrate business goals with information security program policies, plans, processes, and 906 
procedures 907 

 Collect, analyze, and report performance measures 908 

 Use performance measures to inform strategic decision making 909 

2.13.4 Evaluate 910 

 Determine if security controls and processes are adequately integrated into the investment 911 
planning process based on IT portfolio and security reporting 912 

 Review security funding within IT portfolio to determine if funding accurately aligns with 913 
security goals and objectives and make funding recommendations accordingly 914 

 Assess the integration of security with the business/mission and recommend improvements 915 

 Review the cost goals of each major investment 916 

 Assess the performance and overall effectiveness of the security program with respect to 917 
security goals and objectives 918 

 Assess and refresh performance measurement program to ensure currency with 919 
organization’s goals and priorities 920 
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2.14 System and Application Security 921 
Refers to the principles, policies, and procedures pertaining to integrating information security into 922 
an IT system or application during the System Development Life Cycle (SDLC) prior to the 923 
Operations and Maintenance phase. The practice of  these protocols ensures that the operation of  IT 924 
systems and software does not present undue risk to the enterprise and its information assets. This 925 
objective is accomplished through risk assessment; risk mitigation; security control selection, 926 
implementation and evaluation; and software security standards compliance.  927 

2.14.1 Manage 928 

 Establish the IT system and application security engineering program 929 

 Acquire the necessary resources, including financial resources, to support the integration of 930 
security in the SDLC 931 

 Guide IT security personnel through the SDLC phases 932 

 Define the scope of the IT security program as it applies to the application of SDLC 933 

 Plan the IT security program components into the SDLC 934 

2.14.2 Design 935 

 Specify the enterprise and IT system or application security policies 936 

 Specify the security requirements for the IT system or application 937 

 Author an IT system or application security plan in accordance with the enterprise and IT 938 
system or application security policies 939 

 Identify the standards against which to engineer the IT system or application 940 

 Specify the criteria for performing risk-based audits against the IT system or application 941 

 Develop processes and procedures to mitigate the introduction of vulnerabilities during the 942 
engineering process 943 

 Integrate applicable information security requirements, controls, processes, and procedures 944 
into IT system and application design specifications in accordance with established 945 
standards, policies, regulations, and laws 946 

2.14.3 Implement 947 

 Execute the enterprise and IT system or application security policies 948 

 Apply and verify compliance with the identified standards against which to engineer the IT 949 
system or application 950 

 Perform the processes and procedures to mitigate the introduction of vulnerabilities during 951 
the engineering process 952 

 Perform secure configuration management practices 953 

 Validate that the engineered IT security and application security controls meet the specified 954 
requirements 955 

 Reengineer security controls to mitigate vulnerabilities identified during the operations phase 956 

 Ensure the integration of information security practices throughout the SDLC process 957 
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 Document IT or application security controls addressed within the system 958 

 Practice secure coding practices 959 

2.14.4 Evaluate 960 

 Review new and existing risk management technologies to achieve an optimal enterprise risk 961 
posture 962 

 Review new and existing IT security technologies to support secure engineering across the 963 
SDLC phases 964 

 Continually assess the effectiveness of the information system’s controls based on risk 965 
management practices and procedures 966 

 Assess and evaluate system compliance with corporate policies and architectures 967 

 Assess system maturation and readiness for promotion to the production stage  968 

 Collect lessons learned from integration of information security into the SDLC and use to 969 
identify improvement actions 970 

 Collect, analyze, and report performance measures 971 
 972 
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3 The IT Security Essential Body of Knowledge 973 

Knowledge of  key terms and concepts is the foundation for effective performance of  the functions 974 
associated with each of  the technical competency areas.  Without requisite knowledge, it is virtually 975 
impossible to perform work functions.   976 
The IT Security EBK lists all of  the key terms and concepts that have been identified for each 977 
competency area.  At minimum, individuals should know, understand, and be able to apply the key 978 
terms and concepts that relate to the competencies to which their role is linked.  Full knowledge of  979 
all of  the key terms and concepts is the foundation for performance as a conversant IT security 980 
generalist.  This section describes and lists the 14 IT security competency areas with affiliated key 981 
terms and concepts. 982 
 983 
 984 

3.1 Data Security 

Refers to the application of  the principles, policies, and procedures necessary to ensure the 
confidentiality, integrity, availability, and privacy of  data in all forms of  media throughout the media 
(electronic and hardcopy) throughout the data life cycle. 

• Access Control 
• Aggregation 
• Antivirus Software 
• Authentication 
• Data Classification 
• Discretionary Access Control 
• Encryption 
• Electronic Commerce 
• Firewall Configuration 
• Information Classification 

Scheme 
• Mandatory Access Control 
• Need-To-Know 
• Nonrepudiation 
• Personally Identifiable 

Information 

• Privacy 
• Privilege Levels 
• Public Key Infrastructure 
• Role-Based Access Control 
• Rule-Based Access Control 
• Secure Data Handling 
• Security Clearance 
• Sensitive Information 
• Sensitivity Determination 
• Sensitivity of  Data 
• Steganography 
• System of  Records 
• User Privileges 
• User Provisioning 

 985 
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 986 
3.2 Digital Forensics 

Refers to the knowledge and understanding of  digital investigation and analysis techniques used for 
recovering, authenticating, and analyzing electronic data to reconstruct events related to security 
incidents. Such activities require building a digital knowledge base. The investigative process is 
composed of  three phases: acquire, analyze, and report. 

• Bit-Stream Copy/Image 
• Chain of  Custody 
• Cluster 
• Computer Forensics 
• Copy/Image 
• Cyber 

Laws/Guidelines/Policies 
• Digital Forensic Systems 
• Disk File System  
• Duplicate Image 
• Evidence Archival 

• Forensic Analysis 
• Forensic Labs 
• Integrity of  Evidence 
• Intrusion Detection Systems 
• Intrusion Prevention Systems 
• Network Forensics 
• Network Monitoring 
• Persistent Data 
• Portable Media Forensics  
• Security Incident 

 987 
 988 
3.3 Enterprise Continuity 

Refers to the application of  the principles, policies, and procedures used to ensure an enterprise 
continues to perform essential business functions after the occurrence of  a wide range of  potential 
catastrophic events. For the purposes of  the IT Security EBK, Enterprise Continuity relates to IT 
assets and resources and associated IT security requirements. 

• Alternate Facility 
• Business Continuity 
• Business Recovery 
• Crisis Communication 
• Cyber Incident Response 
• Delegation of  Authority 
• Disaster Recovery 
• Disruption 
• Essential Functions 
• Information Technology 

Contingency Plan 

• Interoperable Communications 
• Occupant Emergency 
• Order of  Succession 
• Preparedness/Readiness 
• Risk Mitigation 
• Standard Operating Procedures 
• Tests, Training, and Exercises 
• Threat Environment 
• Vital Records and Databases 

 989 
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 990 
3.4 Incident Management 

Refers to the knowledge and understanding of  the process to prepare and prevent, detect, contain, 
eradicate, and recover, and apply lessons learned from incidents impacting the mission of  an 
organization. 

• Computer Security 
• Escalation Procedures 
• Incident Handling 
• Incident Records 
• Incident Response 
• Information Assurance Posture 
• Information Security Policy 
• Information System 
• Intrusion 
• Measures 
• Privacy (personally identifiable 

data) 
• Reconstitution of  System 

• Risk 
• Risk Assessment 
• Risk Management 
• Security Alerts 
• Security Incident 
• System Compromise 
• Threat 
• Threat Motivation 
• Unauthorized Access 
• User 
• Vulnerability 

 991 
 992 
3.5 IT Security Training and Awareness 

Refers to the principles, practices, and methods required to raise employee awareness about basic 
information security, and to train individuals with information security roles to increase their 
knowledge, skills and abilities. Training activities are designed to instruct workers about their 
security responsibilities and teach them about information security processes and procedures so 
duties are performed optimally and securely within related environments. Awareness activities 
present essential information security concepts to the workforce in order to change user behavior.  

• Awareness 
• End User Security Training 
• IT Security Awareness Program 
• Instructor Led Training (ILT)

  
• Computer Based Training 

(CBT) 
• Curriculum 
• Learning Objectives 

• IT Security Training Program 
• Role-Based Training 
• Training 
• Instructional Systems Design 

(ISD) 
• Web Based Training (WBT) 
• Learning Management System 

(LMS) 
• Needs Assessment 

  993 
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 994 
3.6 IT Systems Operations and Maintenance 

Refers to the ongoing application of principles, policies, and procedures to maintain, monitor, control, and 
protect IT infrastructure and the information residing on it during the operations phase of an IT system or 
application in production. 

• Access Control 
• Antivirus Software 
• Backups 
• Configuration Management 
• Insider Threat 
• Intrusion Detection Systems 
• Intrusion Prevention Systems 
• Patch Management 
• Penetration Testing 

• Security Data Analysis 
• Security Measures 
• Security Reporting 
• System Hardening 
• System Logs 
• System Monitoring 
• Threat Analysis 
• Threat Monitoring 
• Vulnerability Analysis 

 995 
 996 
3.7 Network Security and Telecommunications 

Refers to the application of  the principles, policies, and procedures involved in ensuring the security 
of  basic network services and data and in maintaining the hardware layer on which it resides. These 
practices address perimeter defense strategies, defense-in-depth strategies, and data encryption 
techniques. 

• Access Control 
• Biometrics Authentication  
• Configuration 
• Cryptosecurity 
• Defense-in-Depth 
• Email Scanners  
• Emission Security 
• Encryption Technologies (e.g., 

Secure Sockets Layer [SSL], 
Transport Layer Security [TLS]) 

• Firewalls 
• Hubs  
• Internal and External 

Telecommunications 
Technology (e.g., Private 
Branch Exchange [PBX] and 
Voice Over Internet Protocol 
[VOIP]) 

• Intrusion Detection Systems 

• Intrusion Prevention Systems 
• Load Balancers 
• Network Architecture 
• Network Segmentation (e.g., 

Virtual Local Area Network [V-
LAN], Demilitarized Zone 
[DMZ]) 

• Penetration Testing 
• Port  
• Routers 
• Switches 
• Threat 
• Transmission Security 
• Virtual Private Network 
• Vulnerability 
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 997 
3.8 Personnel Security 

Refers to methods and controls used to ensure that an organization’s selection and application of  
human resources (both employee and contractor) are controlled to promote security. Personnel 
security controls are used to prevent and detect employee-caused security breaches such as theft, 
fraud, misuse of  information, and noncompliance. The controls include organization/functional 
design elements such as separation of  duties, job rotation, and determining position sensitivity. 

• Background 
Checks/Background 
Investigation 

• Confidentiality 
• Human Resources 
• Insider Threat 
• Job Rotation 
• Nondisclosure Agreement 

• Position Sensitivity 
• SBI 
• Secure Employee Termination 

Procedures 
• Security Breach 
• Security Clearance 
• Separation of  Duties 

 998 
 999 
3.9 Physical and Environmental Security 

Refers to the methods and controls used to proactively protect an organization from natural or 
manmade threats to physical facilities and buildings, as well as to the physical locations where IT 
equipment is located or work is performed (e.g., computer rooms, work locations).  Physical and 
environmental security protects an organization’s personnel, electronic equipment, and information. 

• Access Cards 
• Access Control 
• Biometrics 
• Defense-in-Depth 
• Environmental Threat 
• Identification and 

Authentication 
• Inventory 

• Manmade Threat 
• Natural Threat 
• Perimeter Defense 
• Risk Management 
• Terrorism 
• Threat and Vulnerability 

Assessment 

 1000 
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 1001 
3.10 Procurement 

Refers to the application of  principles, policies, and procedures required to plan, apply, and evaluate 
the purchase of  IT products or services, including "risk-based" pre-solicitation, solicitation, source 
selection, award, and monitoring, disposal, and other post-award activities. Procurement activities 
may consist of  the development of  procurement and contract administration documents that 
include, but are not limited to, procurement plans, estimates, requests for information, requests for 
quotes, requests for proposals, statements of  work, contracts, cost-benefit analyses, evaluation 
factors for award, source selection plans, incentive plans, service level agreements, justifications 
required by policies or procedures, and contract administration plans. 

• Acceptable risk 
• Acquisition 
• Acquisition Life Cycle 
• Award 
• Benchmarking 
• Business Impact  
• Category Management 
• Contract 
• Cost-Benefit Analysis 
• Cost Reimbursement Contract 
• eSourcing 
• Estimation 
• Fixed Price Contract 
• Incentive Contract 
• Indefinite Delivery Contract 
• Performance-based Contracts  
• Prequalification 

• Regulatory Compliance 
• Request for Information  
• Request for Proposal  
• Risk Analysis 
• Risk-Based Decision 
• Risk Mitigation 
• Security  
• Security Measures  
• Service Level Agreement 
• Solicitation 
• Sole Source Justification 
• Spend Analysis 
• Statement of  Objectives 
• Statement of  Work 
• Terms and Conditions 
• Time and Materials Contract 
• Total Cost of  Ownership 

 1002 
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 1003 
3.11 Regulatory and Standards Compliance 

Refers to the application of  the principles, policies, and procedures that enable an enterprise to meet 
applicable information security laws, regulations, standards, and policies to satisfy statutory 
requirements, perform industry-wide best practices, and achieve its information security program 
goals. 

• Assessment 
• Auditing 
• Certification 
• Compliance 
• Ethics 
• Evaluation 
• Governance 
• Laws (including but not limited 

to Health Insurance Portability 
and Accountability Act 
[HIPAA], Federal Information 
Security Management Act 
[FISMA], Clinger-Cohen Act, 
Privacy Act, Sarbanes-Oxley, 
etc.) 

• Policy 
• Privacy Principles/Fair Info 

Practices 
• Procedure 
• Regulations 
• Security program 
• Standards (e.g., ISO 27000 

series, Federal Information 
Processing Standards [FIPS]) 

• Validation 
• Verification 

 1004 
 1005 
3.12 Risk Management 

Refers to the policies, processes, procedures, and technologies used by an organization to create a 
balanced approach to identifying and assessing risks to information assets and to manage mitigation 
strategies that achieve the security needed at an affordable cost. 

• Acceptable Risk 
• Annual Loss Expectancy 
• Annual Rate of  Occurrence 
• Asset Valuation 
• Benchmarking 
• Business Impact 
• Likelihood Estimation 
• Management 
• Risk Analysis 
• Risk Mitigation 

• Risk Treatment 
• Security 
• Security Measures 
• Single Loss Expectancy 
• Threat 
• Threat and Vulnerability 

Assessment 
• Threat Modeling 
• Types of  Risk 
• Vulnerability 

 1006 
 1007 
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3.13 Strategic Management 

Refers to the principles, practices, and methods involved in making managerial decisions and actions 
that determine the long-term performance of  an organization. Strategic management requires the 
practice of  external business analyses such as customer analyses, competitor analyses, market 
analyses, and industry environmental analyses. Strategic management also requires the performance 
of  internal business analyses that address financial performance, performance measurement, quality 
assurance, risk management, and organizational capabilities and constraints. The goal of  these 
analyses is to ensure that an organization’s IT security principles, practices and system design are in 
line with the organization’s mission statement. 

• Acquisition Management 
• Budgeting Process and 

Financial Management 
• Built-In Security 
• Capital Planning 
• Enterprise Architecture 

• Enterprise Security 
• Performance Management 
• Strategic Planning 
• Strategic Resource and 

Investment Management 

 1008 
 1009 
3.14 System and Application Security 

Refers to the principles, policies, and procedures pertaining to integrating information security into 
an IT system or application during the SDLC prior to the Operations and Maintenance phase. The 
practice of  these protocols ensures that the operation of  IT systems and software does not present 
undue risk to the enterprise and its information assets. This objective is accomplished through risk 
assessment; risk mitigation; security control selection, implementation and evaluation; and software 
security standards compliance.  

• Accreditation 
• Application and Technical 

Security Controls 
• Application Development 
• Certification 
• Configuration Management 
• Process Maturity 
• Risk Mitigation 
• Secure Coding 
• Security Management 

• Security Testing and Evaluation 
• System Development Life 

Cycle 
• Risk Assessment 
• Secure System Design 
• Security Requirements Analysis 
• Security Specifications 
• Software Assurance 
• System Engineering 
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4 IT Security Roles, Competencies and Functional Perspectives 1010 

Ten roles have been identified to segment the multitude of  job titles within the public and private 1011 
sector workforce into manageable functional groupings.  Each role represents a cluster of  1012 
organizational positions/job titles that perform similar functions in the workplace and therefore have 1013 
the same IT security competencies.  1014 

4.1 Chief Information Officer 1015 
The Chief  Information Officer focuses on the information security strategy within an organization 1016 
and is responsible for the strategic use and management of  information, information systems, and IT 1017 
within that organization.  The CIO establishes and oversees IT security metrics program, including 1018 
evaluation of  compliance with corporate policies and effectiveness of  policy implementation.  The 1019 
CIO leads the evaluation of  new and emerging IT security technologies. 1020 
Competencies: 1021 

• Data Security: Manage 1022 
• Enterprise Continuity: Manage 1023 
• Incident Management: Manage 1024 
• IT Security Training and Awareness: Manage 1025 
• Physical and Environmental Security: Manage 1026 
• Procurement: Manage, Design 1027 
• Regulatory and Standards Compliance: Manage, Evaluate 1028 
• Risk Management: Manage, Evaluate 1029 
• Strategic Management: Manage, Design, Evaluate 1030 
• System and Application Security: Manage 1031 

Example Job Titles: 1032 

 Chief Information Officer (CIO) 1033 

4.2 Digital Forensics Professional 1034 
The Digital Forensics Professional performs a variety of  highly technical analyses and procedures in 1035 
collecting, processing, preserving, analyzing, and presenting computer-related evidence, including but 1036 
not limited to data retrieval, breaking passwords, and finding hidden or otherwise “invisible” 1037 
information. 1038 
Competencies: 1039 

• Digital Forensics: Manage, Design, Implement, Evaluate 1040 
• Incident Management: Implement 1041 
• IT Systems Operations and Maintenance: Design, Implement, Evaluate 1042 
• Network Security and Telecommunications: Design, Implement 1043 
• Procurement: Evaluate 1044 
• Risk Management: Implement 1045 

Example Job Titles: 1046 
 Digital Forensics Analyst 1047 
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 Digital Forensics Engineer 1048 
 Digital Forensics Practitioner 1049 
 Digital Forensics Professional 1050 

4.3 Information Security Officer/Chief Security Officer 1051 
The Information Security Officer/Chief  Security Officer (ISO/CSO) specializes in the information 1052 
and physical security strategy within an organization. The ISO/CSO is charged with developing and 1053 
subsequent enforcing of  the company’s security policies and procedures, security awareness program, 1054 
business continuity and disaster recovery plans, and all industry and governmental compliance issues. 1055 
Competencies: 1056 

• Data Security: Manage, Design, Evaluate 1057 
• Digital Forensics: Manage, Design 1058 
• Enterprise Continuity: Manage, Evaluate 1059 
• Incident Management: Manage, Design, Evaluate 1060 
• IT Security Training and Awareness: Manage, Evaluate 1061 
• Physical and Environmental Security: Manage, Evaluate 1062 
• Procurement: Manage, Design, Evaluate 1063 
• Regulatory and Standards Compliance: Manage, Design, Evaluate 1064 
• Risk Management: Manage, Design, Evaluate 1065 
• Strategic Management: Manage, Design, Implement, Evaluate 1066 
• System and Application Security: Manage, Evaluate 1067 

Example Job Titles: 1068 
 Chief Cyber Security Officer 1069 
 Chief Security Officer 1070 
 Information Security Officer 1071 
 Senior Agency Information Security Officer 1072 

4.4 IT Security Compliance Professional 1073 
The IT Security Compliance Professional is responsible for overseeing, evaluating, and supporting 1074 
compliance issues pertinent to the organization. Individuals in this role perform a variety of  1075 
activities, encompassing compliance from an internal and external perspective. Such activities include 1076 
leading and conducting internal investigations, assisting employees comply with internal policies and 1077 
procedures, and serving as a resource to external compliance officers during independent 1078 
assessments. The IT Security Compliance Professional provides guidance and autonomous evaluation 1079 
of  the organization to management. 1080 
Competencies:  1081 

• Data Security: Evaluate 1082 
• Digital Forensics: Evaluate 1083 
• Enterprise Continuity: Evaluate 1084 
• Incident Management: Evaluate 1085 
• IT Security Training and Awareness: Evaluate 1086 
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• IT Systems Operations and Maintenance: Evaluate 1087 
• Network Security and Telecommunications: Evaluate 1088 
• Personnel Security: Evaluate 1089 
• Physical and Environmental Security: Evaluate 1090 
• Procurement: Evaluate 1091 
• Regulatory and Standards Compliance: Design, Implement, Evaluate 1092 
• Risk Management: Implement, Evaluate 1093 
• Strategic Management: Evaluate 1094 
• System and Application Security: Evaluate 1095 

Example Job Titles: 1096 
 Auditor 1097 
 Compliance Officer 1098 
 Inspector General 1099 
 Inspector/Investigator 1100 
 Regulatory Affairs Analyst 1101 

4.5 IT Security Engineer 1102 
The Security Engineer applies cross-disciplinary IT security knowledge to build IT systems that 1103 
remain dependable in the face of  malice, error, and mischance. 1104 
Competencies: 1105 

• Data Security: Design, Evaluate 1106 
• IT Operations and Maintenance:  Design, Implement 1107 
• Network Security and Telecommunications:  Design, Implement 1108 
• Risk Management: Implement 1109 
• System and Application Security: Design, Implement, Evaluate 1110 

Example Job Titles: 1111 
 Requirements Analyst 1112 
 Security Analyst 1113 
 Security Architect 1114 
 Security Engineer 1115 
 Software Architect 1116 
 System Engineer 1117 

4.6 IT Systems Operations and Maintenance Professional 1118 
The IT Security Operations and Maintenance Professional ensures the security of  information and 1119 
information systems during the Operations and Maintenance phase of  the SDLC. 1120 
Competencies: 1121 

• Data Security: Implement, Evaluate 1122 
• Digital Forensics: Implement 1123 
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• Enterprise Continuity: Design, Implement 1124 
• Incident Management: Design, Implement, Evaluate 1125 
• IT Systems Operations and Maintenance: Manage, Design, Implement, Evaluate 1126 
• Network Security and Telecommunications: Manage, Design, Implement, Evaluate 1127 
• Procurement: Evaluate 1128 
• Risk Management: Implement 1129 
• System and Application Security: Implement 1130 

Example Job Titles: 1131 
 Database Administrator 1132 
 Directory Services Administrator 1133 
 Network Administrator 1134 
 Service Desk Representative 1135 
 System Administrator 1136 
 Technical Support Personnel 1137 

4.7 IT Security Professional 1138 
The IT Security Professional concentrates on protecting information and information systems from 1139 
unauthorized access, use, disclosure, disruption, modification, or destruction to provide 1140 
confidentiality, integrity, and availability. 1141 
Competencies: 1142 

• Data Security: Manage, Design, Evaluate 1143 
• Enterprise Continuity: Evaluate 1144 
• Incident Management: Design, Evaluate 1145 
• IT Security Training and Awareness: Design, Implement, Evaluate 1146 
• Personnel Security: Design, Evaluate 1147 
• Physical and Environmental Security: Design, Evaluate 1148 
• Regulatory and Standards Compliance: Implement 1149 
• Risk Management: Design, Implement, Evaluate 1150 

Example Job Titles: 1151 
 ISO 1152 
 Information Security Program Manager 1153 
 Information Systems Security Manager (ISSM) 1154 
 Information Systems Security Officer (ISSO) 1155 
 Security Program Director 1156 

4.8 Physical Security Professional 1157 
The Physical Security Professional protects physical computer systems and related buildings and 1158 
equipment from intrusion and from fire and other natural and environmental hazards.  1159 
Competencies: 1160 

• Enterprise Continuity: Design, Implement 1161 
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• Incident Management: Implement 1162 
• Personnel Security: Evaluate 1163 
• Physical and Environmental Security: Manage, Design, Implement, Evaluate 1164 
• Procurement: Evaluation 1165 
• Risk Management: Implement 1166 

Example Job Titles: 1167 
 Physical Security Administrator 1168 
 Physical Security Officer 1169 

4.9 Privacy Professional 1170 
The Privacy Professional is responsible for developing and managing an organization’s privacy 1171 
compliance program. The privacy professional establishes a risk management framework and 1172 
governance model to assure the appropriate handling of  Personally Identifiable Information (PII). 1173 
The privacy professional ensures PII is managed throughout the information life cycle, from 1174 
collection to disposal. 1175 
Competencies: 1176 

• Data Security: Design, Evaluate 1177 
• Incident Management: Manage, Design, Implement, Evaluate 1178 
• IT Security Training and Awareness: Design, Evaluate 1179 
• Personnel Security: Design, Implement 1180 
• Regulatory and Standards Compliance: Manage, Design, Implement, Evaluate 1181 
• Risk Management: Manage, Design, Implement, Evaluate 1182 

Example Job Titles: 1183 
 Chief Privacy Officer 1184 
 Privacy Act Officer 1185 
 Privacy Information Professional 1186 
 Privacy Officer 1187 
 Senior Agency Official for Privacy 1188 

4.10 Procurement Professional 1189 
The Procurement Professional purchases or negotiates for products (software, hardware, etc.) and 1190 
services (contractor support, etc.) in support of  an organization’s IT strategy.  In the IT security 1191 
context, procurement professionals must ensure that security requirements are specified within 1192 
solicitation and contract documents and ensure that only products and services meeting requirements 1193 
are procured.  The Procurement Professional must be knowledgeable about their industry and own 1194 
organization, and must be able to effectively communicate with suppliers and negotiate terms of  1195 
service. 1196 
Competencies: 1197 

• Procurement: Manage, Design, Implement, Evaluate 1198 

Example Job Titles: 1199 
• Acquisition Manager 1200 
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• Buyer 1201 
• Contracting Officer 1202 
• Contracting Officer’s Technical Representative (COTR) 1203 
• Contract Specialist 1204 
• Purchasing Manager 1205 

 1206 
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5  IT Security Role, Competency, and Functional Matrix 1207 

The IT Security Role, Competency, and Functional Matrix provides a visual representation of  the linkage 1208 
between roles, competency areas, and functions.  In this section, the IT Security Roles are broadly grouped 1209 
into Executive, Functional and Corollary categories. 1210 
 1211 
 1212 

 1213 
Figure 5-1:  IT Security Role, Competency and Functional Matrix 1214 

 1215 
 1216 

 1217 
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6 Appendix: List of Acronyms 1218 

Acronym Definition 
A 

A/R Actions/Recommendations 

C 

CBT Computer Based Training 

CIO Chief Information Officer 

CNSS Committee on National Security Systems 

COBIT Control Objectives for Information and related Technology 

COTR Contracting Officer’s Technical Representative 

CSO Chief Security Officer 

CWF Critical Work Function 

D 

DHS Department of Homeland Security 

DHS-NCSD Department of Homeland Security  National Cyber Security Division 

DIAP Defense-wide Information Assurance Program 

DMZ Demilitarized Zone 

DoD Department of Defense 

E 

EA Enterprise Architecture 

EBK Essential Body of Knowledge 

F 

FIPS Federal Information Processing Standard 

FISMA Federal Information Security Management Act 

H 

HIPA Health Insurance Portability and Accountability Act 

I 

IA Information Assurance 

IASS Information Assurance Skill Standard 

ILT Instructor Led Training 
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Acronym Definition 

ISD Instructional Systems Design 

ISO International Standards Organization  

ISO Information Security Officer 

ISSM Information Systems Security Manager 

ISSO Information Systems Security Officer 

IT Information Technology 

ITSC-WG Information Technology Security Certification Working Group 

L 

LMS Learning Management System 

N 

NCSD National Cyber Security Division 

NIST National Institute of Standards and Technology 

P 

PBX Private Branch Exchange 

PCIPB President’s Critical Infrastructure Protection Board 

PII Personally Identifiable Information 

S 

SDLC System Development Life Cycle 

SOE Standard Operating Environment 

SSE CMM Systems Security Engineering Capability Maturity Model 

SSL Secure Sockets Layer 

T 

T/E Training and Education (Program) 

TLS Transport Layer Security 

V 

V-LAN Virtual Local Area Network 

VOIP Voice Over Internet Protocol 

W 

WBT Web Based Training 

 


