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Upcoming 
Events 

• ICSJWG Webinar Series 
January 16, 2019 

• March 11–15, 2019 
(Tentative) Industrial Control 
Systems Cybersecurity (301) 
Training in Idaho Falls, Idaho 
Registration for this 
training will open about 90 
days before the scheduled 
start date 

• April 23–25, 2019 
ICSJWG 2019 Spring 
Meeting 
Kansas City, Missouri 

NCCIC 
Resources 

Training Resources 
Incident Reporting 

Assessments 
CSET® 

Alerts & Advisories 
HSIN 

Information Products  

NCCIC Service Menus 
Federal Government 

Private Industry 
State-Local-Tribal-Territorial 

International Partners

Thank you to everyone who submitted 
content for this newsletter. ICSJWG 
relies on members like you for our 
Newsletter, Meetings, and Webinars. 
Content and opinions are those of the 
authors and do not represent DHS 
opinions, endorsements, linguistic 
styles, or recommendations. 

2019 Spring Meeting Save-the-Date    
Next year, 2019, will be the 10th anniversary of the ICSJWG as a driving 
force behind information sharing and stakeholder engagement for the 
security of our Nation’s critical infrastructure. If you have any ideas to 
help celebrate this decade of growth, or to recognize those who have 
participated since the beginning, please let us know. 

The ICSJWG team produced the Call for Abstracts on November 20th to 
allow for more time for the membership to generate ideas and provide 
abstracts to help celebrate the beginning of the10th anniversary of our 
biannual meetings. The Call for Abstracts form is available on the 
ICSJWG web site: https://ics-cert.us-cert.gov/Industrial-Control-Systems-
Joint-Working-Group-ICSJWG. 

If you have any questions about the upcoming 2019 Spring Meeting, or 
generally about anything ICSJWG-related, please feel free to send us an 
email at ICSJWG.Communications@hq.dhs.gov. 

ICSJWG Webinar Series Update 
“In the course of the last twenty-four months there have been 
unprecedented changes to industrial operations such as yours. With a 
more heterogeneous community accessing your OT network on more 
devices and conducting more operations through IIoT enabled devices, 
the integrity of those operations have never been more complex. Failure 
to adjust to this new reality can result in visibility, security, and control 
gaps that can put your organization at risk.” 

The next webinar in our series is scheduled for January 16, 2019. Mr. 
Michael Rothschild, Director of Marketing of Indegy, will be presenting 
“Five Ways to Ensure the Integrity of Your Operations.” 

About the speaker: with a proven track record of 20+ years in security and 
networking, Mr. Rothschild has a passion for inspiring and motivating 
world class marketing teams in product and field marketing. Prior to 
joining Indegy, Michael was the Global Director of Marketing at Thales. 
Michael occupies a board seat at Rutgers University and has published a 
variety of works. In his spare time volunteers as an Emergency Medical 
Technician. 

The formal announcement and information about signing up for this 
webinar will be posted soon to our webpage and sent to the ICSJWG 
community. 

https://ics-cert.us-cert.gov/Industrial-Control-Systems-Joint-Working-Group-ICSJWG
https://ics-cert.us-cert.gov/Industrial-Control-Systems-Joint-Working-Group-ICSJWG
mailto:ICSJWG.Communications@hq.dhs.gov
https://ics-cert.us-cert.gov/Training-Available-Through-ICS-CERT
https://ics-cert.us-cert.gov/Report-Incident
https://ics-cert.us-cert.gov/Assessments
https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET
https://ics-cert.us-cert.gov/alerts
https://ics-cert.us-cert.gov/advisories
https://auth.dhs.gov/oam/hsinlogin/HSINLogin?authn_try_count=0&contextType=external&username=string&ssoCookie:max-age=3600&contextValue=%2Foam&password=sercure_string&challenge_url=%2Fhsinlogin%2FHSINLogin&ssoCookie=max-age%3D3600&request_id=7654688838562492221&OAM_REQ=&locale=en_US&resource_url=https%253A%252F%252Fauth.dhs.gov%252Ffed%252Fidp%252Fwsfed11%253Fwa%253Dwsignin1.0%2526wtrealm%253Dhttps%25253a%25252f%25252fhsin.dhs.gov%2526wctx%253Dhttps%25253a%25252f%25252fhsin.dhs.gov%25252fci%25252fsites%25252ficsjwg%25252f_layouts%25252fAuthenticate.aspx%25253fSource%25253d%2525252Fci%2525252Fsites%2525252Ficsjwg%2525252FPages%2525252Fdefault%2525252Easpx
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https://www.us-cert.gov/sites/default/files/publications/NCCIC%20Service%20Menu%20-%20Federal.pdf
https://www.us-cert.gov/sites/default/files/publications/NCCIC%20Service%20Menu%20-%20Private%20Industry.pdf
https://www.us-cert.gov/sites/default/files/publications/NCCIC%20Service%20Menu%20-%20SLTT.pdf
https://www.us-cert.gov/sites/default/files/publications/NCCIC%20Service%20Menu%20-%20International.pdf


 

_______________________________________________________________________________________ 
Contributed Content Disclaimer: The advice and instructions provided in the contributed content are 
specified as is with no warranties and should be confirmed and tested prior to implementation. 
 

Differentiating Among M2M and IIoT Ecosystems 
By: Daniel Ehrenreich, Consultant and Lecturer, SCCE 
 
Industry experts know well the term M2M (Machine to Machine), referring to control devices which directly 
communicate with Industrial Control Systems (ICS). The M2M model may utilize physical, wireless, analog, 
digital, etc., media and may involve a wide range of smart sensors and instrumentation. The M2M 
communication enables these field devices to exchange application-oriented data and sending alarms to the 
ICS computer. 
 
Using a similar approach, the innovators made a step ahead and introduced the Internet of Things (IoT) 
ecosystem for consumer applications and the Industrial IoT (IIoT) for critical infrastructure, utility 
operations and manufacturing plants. Among these IoT and IIoT ecosystems you may find smart homes, 
food stores, machinery, medical instruments, water pumps, power generators, smart city lighting, public 
transportations and more. For article, click here. 
 
 

https://ics-cert.us-cert.gov/sites/default/files/ICSJWG-Archive/QNL_DEC_18/Differentiating_among_M2M_and_IIoT_Ecosystems_S508C.pdf



