Hands-On Support for Small and

Midsize Businesses (SMB)

The Department of Homeland Security (DHS) and its partners provide multiple hands-on resources
to help stakeholders of all sizes and from all sectors address their cybersecurity needs.

Cyber Resilience Review (CRR)

The CRR is a no-cost, voluntary assessment to evaluate an organization’s information technology
resilience. The CRR may be conducted as a self-assessment or as an in-person, facilitated
assessment. For more information, please visit hitps://www.us-cert.gov/ccubedvp/self-service-crr.

Cybersecurity Advisors (CSAs)

CSAs are regionally located DHS personnel who offer immediate and sustained cybersecurity
assistance to prepare and protect organizations, including SMB. For more information about
CSAs, please email cyberadvisor@hg.dhs.gov.

Stop.Think.Connect.

The Stop.Think.Connect.™ campaign was created to empower Americans to reduce cyber risk
online by incorporating safe habits intfo their online routines. The Campaign has an online Toolkit
where you can find information specific to SMBs: www.dhs.gov/toolkit or www.stcguide.com. For
more information, visit http://dhs.gov/stopthinkconnect or email stopthinkconnect@dhs.gov.

C3 Voluntary Program Partners

In 2015, DHS will launch a Partner Program to develop relationships between the C3 Voluntary
Program and organizations, regardless of size or location, that support use of the Cybersecurity
Framework. Please contact CCubedVP@hg.dhs.gov if you are interested in becoming a Partner
and to opt-in to future correspondence about the Program’s development.

National Initiative for Cybersecurity Education (NICE)

NICE comprises various cybersecurity education and awareness initiatives, including the National
Initiative for Cybersecurity Careers and Studies (NICCS) Portal, which provides resources for
awareness, fraining, education, and career development for cyber professionals and the public.
More information: http://niccs.us-cert.gov/education/education-home.

Enhanced Cybersecurity Services (ECS)

ECS is a voluntary information sharing program that assists critical infrastructure owners and
operators as they improve the protection of their systems from unauthorized access, exploitation,
or data exfiltfration. More information: http://dhs.gov/enhanced-cybersecurity-services.

Cyber Information Sharing and Collaboration Program (CISCP)

CISCP creates shared situational awareness across communities, enhances collaboration
between DHS and enterprise owners and operators, and leverages government and industry
expertise to respond to cyber incidents. For more information, please email

ciscp coordination@hg.dhs.gov and download an overview of CISCP: https://www.us-
cert.gov/sites/default/files/c3vp/CISCP_20140523.pdf
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